CyuacHuii 3axuct iHdopmarii, 2026, Ne 3(67) ISSN 2409-7292

Iurii Zhurov

IT specialist

SMB Cybersecurity Advisors, United States of America
ORCID: 0000-0002-8276-2230

E-mail: iurii.zhurov@smbsecurityadvisors.com

A METHOD FOR FORMING A SOCIAL ENGINEER PROFILE BASED ON A
DETECTED PHISHING ATTACK ON AN INFORMATION SYSTEM

Phishing attacks remain one of the most widespread cyber threat vectors, as they combine technical mechanisms
for compromising information systems with social engineering techniques. At the same time, existing phishing detection
approaches are primarily focused on analyzing the technical parameters of an attack and do not provide a formalized
transition from detection results to identifying the characteristics of the attacker, which complicates cyberattack
attribution, cyber threat intelligence, and information security incident response. The aim of this study is to develop a
method for constructing a social engineer profile based on the analysis of a detected phishing attack on an information
system. The proposed method is based on extending a generalized tuple by integrating a set of attacker profile features
formed according to the set-theoretic classification model of modern social engineering attack implementation approaches
and the parameters of the detected phishing attack. The method consists of four main stages: constructing a formalized
representation of the phishing attack, determining the characteristics of the social engineer profile, constructing an
integrated social engineer profile, and visualizing the resulting profile. Unlike existing approaches, the proposed method
provides a formalized transition from the parameters of a detected phishing attack to the construction of an integrated
profile of its perpetrator. The proposed method was validated using a representative phishing attack, resulting in the
construction of a social engineer profile, identification of its key characteristics, and generation of a diagram that provides
a graphical representation of the resulting profile. The obtained results can be used to support cyberattack attribution,
cyber threat intelligence, information security incident response, and the development of countermeasures against social
engineering attacks.
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GENERATIVE NEURAL NETWORK APPROACHES FOR ADAPTIVE BUILDING
ENERGY FORECASTING AND CONTROL: A REVIEW OF METHODS AND
MICROSERVICES ARCHITECTURES

This article presents a comprehensive review of the transition from static, rule-based Building Management
Systems to data-driven artificial intelligence for optimizing energy consumption in the built environment. While
discriminative neural networks have advanced energy forecasting, their practical deployment is frequently hindered by
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regression model overfitting on constrained and noisy sensor datasets. The objective of this study is to evaluate the
integration of generative neural networks into adaptive building energy forecasting and control, aiming to resolve the data
and operational limitations of conventional machine learning. To achieve this goal, the specific tasks undertaken include
synthesizing the methodological shift from classical sequence modelling to generative data augmentation, evaluating
Model-Based Deep Reinforcement Learning (DRL) frameworks for autonomous HVAC control, and examining the
decentralized microservices architectures necessary for edge-cloud deployment. The analysis indicates that generative
models, such as TimeGAN, synthesize training data to overcome empirical data scarcity, thereby improving the sample
efficiency of DRL agents and preventing equipment malfunction during exploratory learning. Additionally, hybrid control
frameworks like SACEM and Generative Model Predictive Control (GMPC) maintain energy reduction targets alongside
human thermal comfort in non-stationary environments. Ultimately, translating these computational advancements into
physical building operations mandates a structural transition to containerized microservices. Specifically, the
implementation of Temporal Domain Separation is essential to isolate the inference latency of generative algorithms from
the sub-100 millisecond deterministic safety constraints of physical HVAC machinery, ensuring secure and adaptive
facility management.

Keywords: generative neural networks, building energy management, smart buildings, deep reinforcement
learning, HVAC, microservices architectures, LSTM, transformers.

Introduction

The built environment stands as a significant contributor to global energy consumption and

anthropogenic greenhouse gas emissions. Historically, the management of electrical and thermal
loads within commercial and residential facilities has relied heavily upon Building Management
Systems (BMS) governed by static, rule-based controls (RBC) and first-principle thermodynamic
models [1]. These conventional automation systems are relatively effective for nominal, steady-state
operations within strictly defined parameters. However, they are challenged by the escalating
complexity of the modern built environment. Modern smart buildings operate within highly non-
stationary environments characterized by stochastic occupant behaviours, weather fluctuations, and
the unpredictable integration of renewable energy resources [2]. The requirement to constantly
recalibrate physical mathematical models using expensive domain expertise whenever these
boundary conditions shift renders traditional RBC brittle, inefficient, and difficult to scale across
diverse urban infrastructures.
To resolve these systemic limitations, the paradigm of building energy management has definitively
shifted toward data-driven Artificial Intelligence (AI). Artificial Neural Networks (ANNs) have
progressively established themselves as the computational core of modern smart building automation,
functioning autonomously across the entire cyber-physical stack [3]. Early iterations of this transition
utilized discriminative deep learning architectures such as Long Short-Term Memory (LSTM)
networks and transformers to identify patterns in historical telemetry and forecast future energy loads
[4]. However, as the demand for fully autonomous, adaptive control has intensified, the field has
evolved beyond isolated forecasting.

The current frontier of building energy management is situated at the intersection of generative
neural networks, model-based deep reinforcement learning (DRL), and distributed microservices
architectures [5]. Modern smart buildings are adopting cloud-edge collaborative computing
frameworks governed by decentralized microservices. This architectural transition ensures that
safety-critical, deterministic control loops operate with sub-100 millisecond latency at the edge, while
heavier generative Al tasks are processed asynchronously in the cloud [6].

This article proposes a structured evaluation of how generative neural networks and distributed
microservices architectures can be integrated to advance adaptive building energy management. The
specific tasks executed to achieve this include synthesizing the methodological progression from
classical sequence modelling to generative data augmentation, assessing the application of model-
based deep reinforcement learning for autonomous HVAC control, and examining the decentralized
edge-cloud computing infrastructures necessary for practical deployment.

The main contribution of this review lies in bridging the theoretical developments of generative
artificial intelligence with their physical implementation. By providing an exhaustive analysis of
computing frameworks, this work demonstrates how modern architectures facilitate real-time
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inference, ensuring that complex computational tasks do not compromise the deterministic safety
constraints of the built environment.

Building energy consumption prediction models

1. Theoretical foundations of building energy forecasting

Before adaptive control can be achieved, a smart building must have the computational capacity
to accurately predict its future energy states. Building energy consumption prediction models serve
as the foundational tools for optimizing energy management across the entire lifecycle of a facility,
covering the initial design, ongoing operation, and subsequent retrofitting phases [3].

A useful starting point is the review by Runge and Zmeureanu [7], which synthesized studies
from 2000 to early 2019 on artificial neural networks for building energy forecasting. That review
showed a field dominated by black-box ANN models, especially feed-forward neural networks, short-
term forecasting horizons, whole-building load targets, and commercial-building applications. It also
highlighted several gaps, including limited use of recurrent neural networks, grey-box models,
ensemble methods, and richer control-oriented forecasting tasks.

There is a more recent review that looks back across the ANN tradition from a broader
perspective. El Alaoui and Rougui [8] describe ANN-based building energy prediction as a long-
running line of research cantered on the ability of neural networks to capture nonlinear relationships
between historical consumption, environmental conditions, and operational variables. Their review
spans studies published between 2001 and 2023 and classifies the main ANN families used in building
energy research, including feedforward neural networks (FFNN), radial basis neural networks
(RBNN), generalized regression neural networks (GRNN), and nonlinear autoregressive neural
networks (NARNN). They argue that this diversity of ANN types reflects the range of building-
energy tasks, from general regression and approximation to time-series forecasting with temporal
dependencies.

2. Shift from classical ANN to broader sequence modelling

Later literature shows a clear broadening of methodological scope. It did not invalidate this
earlier body of work. Instead, it expanded it through newer deep learning architectures, uncertainty-
aware forecasting, transfer learning, and control-integrated approaches.

Liu et al.’s review of data-driven building energy prediction covered 116 studies and described
a field that now includes a wider range of machine learning and deep learning methods, differentiated
by data type, time scale, and application objective [9]. The review emphasizes that model choice
depends on forecasting horizon, data quality, feature availability, and operational goals, rather than
on a single universally best architecture.

As a result, the main methodological evolution is not merely the rise of a new architecture, but
a shift toward sequence-aware, uncertainty-aware, and control-aware modelling. This includes
recurrent networks, attention-augmented recurrent networks, temporal fusion transformers, patch-
based transformers, adaptive MPC, and reinforcement-learning-enhanced control.

To evaluate the performance of these models, standard metrics such as Mean Absolute Error
(MAE) and the coefficient of determination (R?) are commonly used.

MAE measures the average magnitude of prediction errors:

N
1
MAE == lyi = 91l (1)
i=1

where y; and y; denote the actual and predicted energy consumption, respectively.
R? quantifies the proportion of variance in the observed data explained by the model:

XL =93

R? = —,
Z?I:1(yi - y)?

(2)

with y representing the mean of the true values.
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Together, these formulas provide a formal basis for understanding both the internal mechanics
of the models and their effectiveness in predicting and controlling energy usage in buildings.

3. Continued relevance of recurrent models

Recurrent neural networks remain strongly represented in the energy literature, especially
LSTM [9]. Their continued relevance is tied to the nature of building data: energy use, thermal states,
occupancy effects, and weather-driven loads are fundamentally sequential processes with temporal
dependencies, delayed effects, and recurring patterns. LSTM remains attractive because it was
designed specifically to model such dependencies while mitigating the short-memory limitations of
simpler recurrent networks.

Recent work confirms that LSTM is still a competitive model for building energy prediction.
Mishra et al. (2024) developed an LSTM-based approach using historical consumption,
environmental variables, and occupancy-related information for residential and commercial buildings
[10]. Their results reported an average R of 0.91 and average MAE of 0.013, with best results
reaching R?=0.97 and MAE =0.007. The study found the LSTM model to outperform linear
regression, decision trees, and random forest in the reported experiments. The authors also argue that
the approach remains effective even when data are relatively limited.

4. Evolution of LSTM: attention, uncertainty, and optimization

While LSTM remains relevant, the contemporary literature [11] rarely treats plain LSTM as the
methodological endpoint. Instead, LSTM is often improved through attention mechanisms,
uncertainty modelling, and automated tuning.

Li et al. (2022) proposed an attention-based LSTM with fuzzy information granulation for
interval building energy forecasting [12]. Their contribution is important because it moves beyond
point prediction and explicitly addresses uncertainty, which is highly relevant for adaptive control.
The study shows that building energy management benefits not only from mean forecasts, but also
from interval forecasts that provide a representation of future uncertainty. It also reports that the
attention-based LSTM outperformed conventional LSTM in interval forecasting.

For models that incorporate attention, such as Attention-LSTM, the network assigns different
importance to previous timesteps to improve long-range dependency modelling.

The attention weight a; for timestep ¢ is calculated as:

exp(e;)
o, =

=, e, = score(hg,s), 3
t Zkexp(ek) t ( t ) ( )

where h; is the LSTM hidden state and s is a context vector or query.

The attention mechanism enables the model to focus selectively on relevant past information,
enhancing forecast accuracy for multi-step or irregular energy consumption patterns.

A later study on BO-STA-LSTM further illustrates this trajectory by combining LSTM with
Bayesian optimization and spatial-temporal attention [13]. According to the article summary, the
proposed model improved average prediction performance by 0.0885 in R? with Bayesian
optimization contributing 0.0717 and attention contributing 0.0560, and the final method
outperformed CNN and TCN under the study conditions. This suggests that the recurrent family
remains competitive when enhanced with contemporary mechanisms rather than used in its earlier
plain form.

Taken together, these studies suggest that LSTM remains a robust sequence-modelling
foundation, and modern variants strengthen it through attention and uncertainty handling.

5. Rise of transformers in building energy forecasting

The strongest challenge to recurrent models in recent years comes from transformer-based
architectures. Originally developed for natural language processing, transformers have increasingly
been adapted to time-series forecasting, including building energy applications. Their appeal lies in
their ability to model long-range dependencies, process sequences in parallel, and support transfer
learning across related datasets.
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Zheng et al. (2023) applied Temporal Fusion Transformer to building energy consumption
forecasting and emphasized both accuracy and interpretability [14]. This is notable because
interpretability is often a concern in deep-learning-driven building operation. TFT and related
architectures are therefore attractive not only as forecasters, but as models that can provide some
insight into variable importance and temporal relevance.

Spencer et al. (2025) compared vanilla Transformer, Informer, and PatchTST across 16
Building Data Genome Project 2 datasets under transfer-learning settings [ 15]. The study reports that
transfer learning was generally beneficial and that PatchTST outperformed the other transformer
variants examined. This is substantial evidence that transformer-based models have become highly
competitive, especially in settings involving multiple buildings, transfer across domains, and richer
data environments. Therefore, in pure forecasting terms, the literature does show a clear movement
toward transformers. However, that movement should be interpreted carefully. It demonstrates [16]
that transformers are strong candidates for building energy forecasting, not that they are automatically
the best choice for adaptive energy control as an integrated research problem. Hybrid models that
combine the advantages of LSTM and transformer models are proposed as a step in solving this
problem.

6 Discriminative deep learning frameworks and their limitations

The application of deep learning in this domain has historically focused on identifying the
optimal algorithmic balance between prediction accuracy, computational speed, and mathematical
complexity. Various neural network architectures demonstrate distinct strengths depending heavily
on the temporal horizon of the forecast [4].

Table 1 presents a summary comparison of key sequence-model architectures used in building
energy forecasting and their relevance for adaptive control. It highlights the core idea, main strengths
and limitations, typical applications, and representative performance metrics for each model,
including LSTM, attention-enhanced LSTM, BO-STA-LSTM, and transformer-based approaches
such as TFT and PatchTST. The table allows for a quick overview of how these models differ in
terms of accuracy, complexity, and suitability for integration into adaptive energy management
systems.

Table 1
Comparison of sequence models for building energy forecasting and adaptive control

Weaknesses / . L. .
Model Strengths Limitations Typical applications Reported metrics
Good for time-series; Can struggle with Short-/medium-term | Avg R*=0.91, Avg
LSTM stable for moderate long sequences; less load forecasting; MAE = 0.013; best-
datasets; compatible accurate for multi- adaptive MPC; case R2=0.97,
with control loops horizon scenario generation MAE = 0.007 [10]
Captures long-range Interval forecasting; MAPE mp rovement
. .e . . . over plain LSTM
Attention- dependencies; interval | Higher computational uncertainty-aware N
. . ~3-5%:; better
LSTM forecasting; better cost energy prediction; .
. - . . interval coverage
multi-step predictions scenario generation [12]
Accounts for
. . )
BO-STA- spatlotempor?l Complex: tuning Mqltl 'step ' . AvgR -
LSTM correlations; required forecasting; adaptive improvement =
outperforms control integration +0.0885 [13]
CNN/TCN
Temporal Handles long Computationall Multi-horizon Avg MAE reduction
Fusion sequences; multi- P y forecasting; transfer ~15-20% vs LSTM;
S ) heavy; larger data D . .
Transformer horizon; interpretable; required learning; multi-horizon R?
(TFT) transfer learning 4 interpretability often >0.9 [14]
PatchTST / Strong forecasting; Very' high MulFl-buﬂdlng MAOE reductlion
computational cost; forecasting; long-term ~16% vs vanilla
Transformer long-term and transfer . . . D2
variants learning less direct for real- scenario generation; Transformer; R’
time control benchmark studies ~0.92-0.96 [15]
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Accordingly, the literature [17] suggests that in adaptive control contexts the best model is not
determined solely by forecasting benchmarks. A slightly less accurate predictor may still be
preferable if it is easier to retrain online, more numerically stable, more transparent in deployment,
or easier to couple with MPC or another supervisory control architecture.

7. The imperative for data augmentation

An important theoretical and practical limitation in discriminative forecasting is that a model's
expected generalization error is inversely proportional to its training set size [18]. In the context of
building energy modelling, capturing large, perfectly clean datasets is rarely achievable. Structural
breaks in legacy HVAC operations, low sampling rates from aging IoT sensors, communication
packet loss, and high data gathering costs severely restrict the size and quality of available training
sets. When complex multivariate time-series models are trained on these limited, noisy datasets, they
suffer from severe regression model overfitting.

To counteract the mathematical restrictions imposed by small sample sizes, researchers have
pivoted to data augmentation methodologies. While traditional time-series augmentation methods
predominantly utilized simple feature-space transformations (such as adding Gaussian noise or time-
shifting) to artificially expand training set sizes, these methods yield only marginal improvements
[18]. The introduction of generative neural networks into the forecasting pipeline represents a
paradigm shift. By synthetically expanding the training set size using generative algorithms that
understand the underlying physics and probability distributions of the building, the robustness of the
forecasting models to out-of-sample data is vastly improved, significantly boosting out-of-sample
prediction accuracies and mitigating the overfitting dilemma.

Adaptive HVAC control via Deep Reinforcement Learning

1 The transition from rule-based to data-driven control

In control-oriented building energy management, the forecaster is only one part of a larger
decision system. The 2025 systematic review [1] by Rehman et al. on energy management models in
smart homes shows that recent research does not concentrate only on prediction quality. It addresses
renewable integration, demand-side management, user behaviour, data protection, automation, and
grid stability. The authors explicitly note that consumption variability, occupancy, weather, and user
preferences require real-time adaptability in energy management. Based on the investigation they
identify a gap between theoretical advances and practical large-scale adoption of HEMS. They further
argue that machine-learning-driven energy management remains underexplored in practice and that
effective models must account for broader operational concerns rather than only algorithmic
performance.

Another systematic review [15] by Michailidis et al. on machine learning for energy
management in buildings focused specifically on real-world applications and found that practical
systems are built around broader building energy management strategies rather than around a single
forecasting model. The review highlights the operational importance of integration, deployment, and
decision support in real environments.

Traditional building HVAC systems utilize predetermined, static logic. For example, a
conventional rule-based system might activate a heating plant at a same time every weekday morning
to ensure the facility reaches its target temperature by certain time, regardless of the external
thermodynamic variables or actual occupancy levels. Conversely, Al-based control relies on data-
driven adaptive logic. While the physical, mechanical elements of the HVAC system (fans,
compressor valves, hydronic pumps) operate within strict physical limits, an Al layer acts as a
manager that coordinates these components dynamically. By analysing localized weather forecasts,
the building's thermal mass, and historical performance data, an Al system might calculate that on a
mild day, heating can be delayed, whereas on a frigid day, it must start earlier. This intelligent
preemption minimizes energy waste and improves equipment service life.

Deep Reinforcement Learning (DRL) algorithms are uniquely suited for this specific task. By
formally framing the building control problem as a Markov Decision Process (MDP), the DRL agent
autonomously learns an optimal control policy through continuous trial-and-error interaction with the
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building environment [5]. Figure 1 illustrates the basic reinforcement learning loop as applied to
building energy management.

State (s;)
e.g., current system state, past observations,
model outputs, error metrics, etc.

y

/ N
)
Agent
(RL Algorithm) Action (a;) Aetion Execute action Evivirorn
Decides the action e.g., control action, (a,) e.g., apply control,
based on the state parameter adjustment, - update parameters, Real system or
77777777777777 scheduling decision, e operate system, simulator
! Pollcy. #{ag|si) etc. | 1 etc.
! y 2t |5t > : ag | » (e.g., reservoir system,
______________ e e hydrological system,
e.g., DQN, DDQN, forecasting model, etc.)
PPO, SAC, etc.
L )
A
Reward () L
Update policy Feedback signal evaluating Oiiléome

the outcome Prod -
using (sS4, @4, T4, S R roduces new state
9 (8¢, @z, T4y 5041) (e.g., minimize error, sl e

to maximize expected energy cost, flood risk, etc.)

cumulative reward
Fig. 1. Reinforcement Learning for Adaptive Energy Management

The RL agent observes the current state of the environment, including sensor readings such as
indoor temperatures, energy consumption, occupancy, and weather conditions. Based on this state,
the agent selects an action, such as adjusting HVAC setpoints or dispatching energy storage.

The agent receives positive rewards for achieving energy savings and severe penalties for
comfort violations. Studies involving DRL agents deployed within physics-calibrated digital twins
demonstrate that these systems can reduce annual HVAC energy demand by 10% to 35% [19]. They
achieve these energy reductions while tightly maintaining operative temperatures within £0,5°C of
the setpoint and keeping indoor CO; concentrations near or below 800 ppm, adhering strictly to
ASHRAE Standard 55 (thermal environmental conditions) and ASHRAE Standard 62.1 (ventilation
for acceptable indoor air quality).

2. The RLDA framework

A significant barrier to the real-world deployment of DRL in building automation is sample
efficiency. DRL agents traditionally require millions of interactions with an environment to converge
on an optimal policy, which is impossible in a physical building where random exploration can cause
equipment damage. To resolve this, Kurte, Kuldeep, et al. developed the Reinforcement Learning
with Data Augmentation (RLDA) framework [20].

The RLDA framework leverages the TimeGAN architecture as an online data generator. The
TimeGAN allows the DRL agent to pre-train extensively in a simulated environment before being
deployed by generating vast amounts of synthetic, highly realistic thermodynamic transitions. Figure
2 illustrates how the RL agent interacts with the environment, observing the system state and
generating control actions for flexible energy resources.

Experiences in the replay memory, stored as sequential tuples (S;, A, Rei1,Se41), are
periodically sampled to create partial trajectories. These partial trajectories are used to train a
TimeGAN model, which generates synthetic experience tuples.

The synthetic tuples are then combined with real experiences from the replay memory to form
an augmented dataset for Deep Q-Network (DQN) training. This approach enables the agent to learn
more efficiently from limited real-world data, improving policy performance for adaptive energy
management across multiple flexible resources.
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Fig. 2. The RLDA Framework Architecture

In case studies focusing on intelligent HVAC control, the implementation of the RLDA
framework yielded a substantial 28% improvement in sample efficiency [20]. This reduction in
required training time eliminates one of the primary bottlenecks preventing the widespread adoption
of DRL-based intelligent control in real-world energy management systems.

3. The SACEM framework

Despite the promise of DRL, standard algorithms such as Proximal Policy Optimization (PPO),
Deep Deterministic Policy Gradient (DDPG), or vanilla Soft Actor-Critic (SAC) frequently exhibit
critical flaws when deployed in live buildings. They often suffer from myopic decision-making and
limited robustness to environmental uncertainty, frequently treating human comfort as a secondary
objective to be sacrificed in pursuit of energy cost minimization.

To achieve environmentally sustainable management without compromising occupant well-
being, advanced hybrid control frameworks have been developed [5]. The SACEM framework (Soft
Actor-Critic with Cross-Entropy Method) represents a state-of-the-art solution designed specifically
for commercial buildings in hot desert climates. A schematic representation of its architecture is
provided in Figure 3.

SACEM bridges the gap between the predictive reasoning of Model Predictive Control (MPC)
and the adaptability of DRL through three structural innovations:

1. Two-layer decision architecture couples a stochastic entropy-regularized policy (SAC) with
a short-horizon action refinement optimizer (CEM). The SAC agent provides data-efficient off-policy
learning, while the CEM layer explicitly evaluates candidate action sequences under a thermal
transition model, allowing for vital decision-time look-ahead reasoning;

2. Comfort-dominant reward structure utilizes strongly asymmetric penalties that make
comfort violations mathematically and economically irrational for the agent. This explicitly
prioritizes thermal comfort even when the system operates under aggressive time-of-use (TOU)
electricity pricing schemes;

3. A safety-aware projection mechanism acts as a hard boundary during the action refinement
stage preventing the execution of unsafe candidate actions even during the exploratory phases of
learning.
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Fig. 3. The SACEM Framework Architecture

The technical implementation of SACEM relies on a continuous action space to enable smooth
HVAC power control. In rigorous simulations utilizing weather conditions, stochastic occupancy
patterns, and a three-tier TOU tariff, SACEM consistently demonstrated profound resilience
intelligence. It successfully avoided brittle behaviours such as control oscillations or total system
shutdowns during heat spikes. Performance metrics confirmed that SACEM achieved a comfort score
of 95.8%, while simultaneously reducing energy consumption and operating costs by approximately
21% relative to the baseline DRL algorithms [5].

4. The integration of Generative Al in control

1. Generative modelling

While augmenting DRL with synthetic data via TimeGANs improves sample efficiency, the
industry is moving toward a more holistic integration of generative Al into the control loop itself. In
this context, generative modelling may include scenario generation, probabilistic forecasting,
synthetic trajectory generation, multi-step sequence prediction, and uncertainty-aware forecasting
[12]. Such methods are particularly relevant for adaptive building energy forecasting and control
because they can represent multiple plausible futures rather than a single expected outcome, enabling
control systems to evaluate risks, anticipate variability, and support robust or stochastic decision-
making under uncertainty.

General-purpose sequential solvers like Monte Carlo Tree Search (MCTS) enable energy
optimization capabilities. For example, in managing a residential heat pump, the system utilizes
MCTS within the latent space to simulate hundreds of potential action sequences, identifying the
precise trajectory that minimizes energy costs against dynamic grid pricing while perfectly
maintaining thermal comfort. This paradigm empowers scalable demand response, allowing
individual smart buildings to act as highly flexible assets that participate intelligently in grid-level
market-clearing mechanisms, ultimately supporting the stability of the broader electrical grid.

2. Generative Model Predictive Control (GMPC)

Model Predictive Control (MPC) is an industrial paradigm that involves projecting a sequence
of future actions and using an explicit mathematical model to evaluate that sequence by simulating
system dynamics.

In practice, traditional MPC typically requires deriving linear models from first principles and
solving a Mixed-Integer Linear Programming (MILP) problem at each decision step.

Figure 4 illustrates the basic architecture of Model Predictive Control (MPC) for a smart
building energy management system.
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Fig. 4. Basic Architecture of Model Predictive Control for BEMS

At each control step, the MPC controller receives three main inputs: the reference or setpoint
trajectory, such as desired indoor temperature or comfort limits; forecasted disturbances, such as
weather, occupancy, and electricity prices; and the measured states and outputs of the building, such
as zone temperature, energy use, and storage state of charge. These inputs are processed by the
prediction model, which estimates the future behaviour of the building over a finite prediction
horizon. The optimizer then uses these predicted states and outputs to determine an optimal sequence
of control actions while satisfying comfort, actuator, energy, and operational constraints. Rather than
implementing the entire planned sequence, MPC utilizes a receding horizon approach: it executes
only the first calculated action, discarding the remaining trajectory. The building response is then
measured and fed back to the controller, and the optimization is repeated at the next time step. This
receding-horizon structure allows MPC to continuously adapt its decisions to updated measurements
and changing external conditions.

A 2025 review [21] of Model Predictive Control for smart buildings shows that MPC remains
a central framework in modern building energy management systems, applied to HVAC, storage,
renewables, domestic hot water, EV charging, and lighting. The review emphasizes that MPC’s value
lies in optimizing control actions using predicted future behaviour under dynamic conditions.
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Tohidi et al. (2024) further demonstrate the continued relevance of adaptive MPC [22] by
proposing an adaptive controller for building thermal dynamics that accounts for parameter deviation
and system constraints. It shows that the contemporary control problem is one of adaptation under
changing conditions, not only prediction under static conditions.

However, HVAC systems exhibit inherently uncertain and highly nonlinear behaviors. When
the thermodynamics are high-dimensional, establishing exact state-space equations becomes
computationally intractable, resulting in significant performance degradation for traditional MPC
under real-world uncertainties. Generative Model Predictive Control (GMPC) resolves these
limitations by approximating the complex MPC control law using generative neural networks [23].
Figure 5 presents an architectural framework for GMPC applied to complex smart building HVAC
systems.

Instead of relying on rigid engineering assumptions, GMPC utilizes diffusion-based generative
models and adversarial networks that are capable of capturing the diverse, multimodal distributions
of building behaviours entirely from data.

Microservices architectures

1. Transition to microservices architectures

The integration of Generative Al and real-time DRL into critical building infrastructure
physically cannot be supported by legacy software systems. Historically, Building Energy
Management Systems (BEMS) utilized monolithic application architectures or outdated Service-
Oriented Architectures (SOA) [24]. Monolithic systems forced extensive, months-long testing cycles
for even minor algorithmic adjustments, while SOA suffered from brittle orchestration logic and
heavy XML-based communication overhead.

The transition to microservices architectures where the application is decomposed into small,
independently deployable, and loosely coupled containerized logic units has proven mandatory for
the realization of real-time management in smart buildings.

Table 2 compares monolithic, SOA-based, and microservices-based architectures in the context
of an Al-enabled EMS.

Table 2
Comparison of application architectures in the context of an Al-enabled EMS
Aspect Monolithic SOA Microservices
Structure One large application Several large services Many small independent services
Typical size 1 deployable system 5-15 business services 10-100 small services
HVAC, lighting, storage, HVAC, billing, forecasting, | Separate services for HVAC control,

Example EMS .. . . . .

modules pricing, reports in one reporting as separate battery, EV charging, forecasting,

system services occupancy, alerts
Difficult to update Al Al can be added as shared Al models can be deployed as
Al integration | models without affecting | services, but integration may independent prediction / control
the whole EMS be centralized services

Prediction
and control

Usually rule-based or
centralized optimization

Can support forecasting and
optimization services

Well suited for Al-based forecasting,
anomaly detection, MPC/GMPC,
and real-time control

Scalability Whole EMS must be Major services can be scaled Only Al-heavy services can be
scaled scaled, e.g., forecasting or control

Failure One Al/control failure may | Failure may affect connected l.7a1.lure can be 1slolated., c-g

. . prediction service fails while HVAC

impact affect the full EMS services .

fallback continues
Main Hard to modify as Can become middleware- Requires strong monitoring,

drawback complexity grows heavy orchestration, and cybersecurity

Al-enabled EMS introduces additional requirements, including continuous data ingestion,
model training, model updating, uncertainty handling, and real-time inference. These requirements
make the architecture more dynamic and computationally demanding. As a result, microservices
become more suitable because prediction models, anomaly detection modules, MPC/GMPC
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controllers, and optimization services can be deployed, updated, scaled, and monitored
independently. For example, an Al forecasting service may require high computational resources
during peak operation, while a reporting service may not. Separating these functions allows the EMS
to remain flexible, fault-tolerant, and easier to upgrade. Therefore, the integration of Al shifts the
preferred architecture from a tightly coupled monolithic system toward microservices architectures.

Simulations and real-world industrial deployments demonstrate that transitioning from SOA to
containerized microservices EMS yields operational improvements. In comparative analyses, the
annual failure time of energy management platforms decreased from 3.83 minutes under SOA to 0.26
minutes using microservices, pushing the overall system reliability to 99.99995% [25].

3. Temporal domain separation and agentic orchestration

A paramount architectural challenge in deploying Generative Al is that their inherent inference
latency (typically 1 to 5 seconds) fundamentally conflicts with the safety-critical deterministic
requirements (sub-100 milliseconds) of physical HVAC control loops [6].

To resolve this critical bottleneck, advanced microservices architectures implement an explicit
design pattern known as Temporal Domain Separation. Rather than relying on a single monolithic Al
component, the system deploys a highly distributed set of process-aware agents coordinated by an
orchestrator.

Firstly, there is a deterministic supervisor that operates in a "hard real-time" domain (<100 ms).
It continuously evaluates safety-critical states and retains absolute veto power over any
recommendations generated by higher-level generative Al, guaranteeing operational safety.

Secondly, LLM assistant operates in a "soft real-time" domain (1-2 seconds) and handles
complex, non-deterministic tasks such as holistic diagnostics, heuristic reasoning, and natural
language interactions with building operators.

To ensure these LLMs can interpret numerical sensor data without hallucinations, the
architecture utilizes bounded in-memory buffers to maintain a rolling dataset of logical windows (e.g.,
a 2-minute horizon for immediate state estimation and a 10-minute horizon for diagnostics). Incoming
raw sensor records are actively enriched in real-time with semantic labels and fuzzy quality indices.

Managing the continuous lifecycle of generative models in a distributed environment requires
specialized Machine Learning Operations (MLOps). Modern MLOps pipelines are designed to
dynamically reconfigure computation graphs at runtime, automatically selecting the optimal neural
network model based on dataset complexity and the computational constraints of the available edge
resources [26]. At the hardware level, executing generative Al inference at the edge demands extreme
energy efficiency to prevent the Al systems from negating the energy savings they create.
Frameworks such as the Approximate Edge Inference System (AxIS) [27] adopt a full-system
approach to approximate computing, selectively trading off microscopic degradations in application
quality for significant energy savings.

Conclusions

This review demonstrates that the transition toward highly sustainable, energy-efficient smart
buildings demands a fundamental reorientation away from deterministic, physics-led engineering
conventions and toward adaptive, data-driven intelligence. The results confirm that integrating
generative neural networks provides a mathematically grounded response to the empirical data
limitations of traditional discriminative machine learning. By synthetically augmenting sparse sensor
data, these advanced architectures enable the development of robust predictive models that resist
statistical overfitting while preserving occupant privacy. The results demonstrate that deep
reinforcement learning frameworks successfully reconcile ambitious energy reduction targets with
stringent thermal comfort requirements, allowing smart buildings to operate as dynamic, grid-
interactive assets. The results show that translating these theoretical control models into physical
operations necessitates highly specialized software infrastructures. Specifically, the adoption of
decentralized microservices and temporal domain separation ensures that the soft real-time inference
latency of generative architectures does not violate the hard real-time safety constraints of physical
heating, ventilation, and air-conditioning machinery.
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Compared to previous reviews that primarily emphasized isolated, short-term load forecasting
using classical sequence models, this synthesis highlights a broader operational paradigm. While
earlier literature established discriminative networks as the baseline for prediction, the current study
illustrates a necessary shift toward systems where predictive foresight is actively coupled with
generative data augmentation and autonomous, real-time control loops.

Despite these comprehensive findings, a notable limitation of this review is its reliance on
simulation-heavy literature. Although theoretical and simulated frameworks demonstrate significant
potential, large-scale, longitudinal data from physical generative Al deployments in commercial
buildings remains relatively scarce, which constrains the ability to fully evaluate long-term hardware
degradation and real-world maintenance costs.

Consequently, this article proposes that future research should prioritize empirical validation
through physical pilot deployments. Subsequent studies must focus specifically on minimizing the
computational overhead of edge-based generative inference, developing highly energy-efficient
hardware solutions, and establishing standardized protocols for retrofitting legacy building
management systems with decentralized, fault-tolerant microservices.
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KEPYBAHHAA: OT'JIAAI METOAIB TA MIKPOCEPBICHUX APXITEKTYP

CrarTts mpeacTaBisie BceOIUHMI OIS MEpexoay Bif CTaTMYHHMX 3aCHOBAaHMX HA IMPAaBHJIAX CHCTEM KEpyBaHHS
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MIPaKTUYHOMY PO3TOPTAHHIO YACTO MEPEIIKO/Ka€e TIepEHaBYaHHS PETPECiHHIX MozeNiell Ha 0OMEXEHHX Ta 3aIlyMJIICHUX
Habopax maHUX i3 JaTYUKiB. MeTOr0 IhOTO JOCHIDKEHHS € aHaji3 iHTerparii reHepaTMBHHX HEWPOHHHX MeEpex B
aJlanTUBHE TIIPOTHO3YBAaHHS Ta KEPyBaHHS EHEPrOCIOXKMBaHHSAM OyliBenb sl IMOAOJNAHHSA 1H(GOPMAaUiWHUX Ta
eKCIUTyaTalliiHUX OOMEeXEeHb TpPaJWIIHHOrO MAalIMHHOTO HaB4aHHA. [y nocsArHeHHS 1iel MeTH OyJ0 BMKOHAHO Taki
3aBIaHHSA: CHHTE3 METOJOJIOTIYHOTO MEepeXoqy BiJl KJIACMYHOTO MOJEINIIOBAHHS IOCIIIOBHOCTEH 10 TeHEpaTHBHOTO
PO3LIMPEHHS JaHUX, OLHIOBaHHS MOJEIbHUX (PpeliMBOpPKIB IIMOOKOTO HABYAHHS 3 MIiAKPIIUIEHHSIM IUIsi aBTOHOMHOTO
ynpasiiaas cucreMamu HVAC, a Takox T0CITIJDKEHHS IELEHTPaII30BaHUX MIKPOCEPBICHHUX apXiTeKTyp, HEOOXITHUX JUIs
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nepudepiiHO-XMapHOTO PO3TOpTaHHSA. AHami3 TOKasye, Mo TreHepaTwBHI Moxaeni, Taki sk TimeGAN, CHHTE3yIOTh
HaBYAJIbHI IaHi IJIs TOIOJIAHHS eMITIpUYHO1T HecTadi iHopMallii, THM caMHUM TOKpAaIyodn eekTuBHICTh BUOipku DRL-
areHTiB 1 3amoOiraroun 3005 M OONaJHAHHA TiJX Yac IOCTITHUNBKOTO HaBuaHHA. Kpim Toro, riOpumHi ¢peiimMBOpKH
kepyBaHH!, Taki 9K SACEM Ta reHepatuBHE MOAETbHE POTHO3YBAILHE KEPyBaHHS, 3a0€3I€UyIOTh JOCITHEHHS IIiei
31 3HMKEHHS €HEPrOCIIOKUBAHHS PA30M 13 MIATPUMKOIO TETIOBOTO KOM(OPTY JTIOAMHU B HECTAIIOHAPHIX CEPEIOBHIIAX.
3pemrToro, IepeHeCeHHS X OOYHCIIOBANIBHUX JOCSATHEHb Y (i3HYHYy eKCIUTyaTallifo OyIiBeslb BUMAarae€ CTPyKTypHOTO
nepexony 10 KOHTECHHEPU30BaHUX MIKPOCEpPBiCiB. 30KpeMa, BIIPOBAPKECHHSI YaCOBOTO PO3JIUICHHS JOMEHIB € BaXKIMBUM
JUIsl 130JIsLii 3aTpUMKHU iH(QEPEeHCY TeHepaTUBHHUX AJITOPUTMIB BiJ JETEPMiHOBAaHMX OOMEXeHb Oe3nekH (i3HYHOrOo
obnamHanHs HVAC, mo rapanTtye Oe3nedHe Ta aganTHBHE KEPyBaHHS.

Koaio4oBi cioBa: reHepaTHBHI HEHPOHHI MEpeXi, KepyBaHHS €HEPrOCIIOKMBaHHIM OyniBesb, PO3yMHi OymiBiIi,
mmboke HaB4yaHHA 3 migkpiuieHHsM, HVAC, mikpocepBicHi apxitektypu, LSTM, Tpanchopmepn.
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TPAHC®OPMAIIS BUAIB IHOOPMAIIHHOI O TPOTUEOPCTBA: KOHIIEITIIIA
METAIH®OPMYBAHHA

VY KOHTEKCTI Cy4acHHX TiIOpUIHUX BiifH iH(popMamiliHe MPOoTHOOPCTBO, 30KpeMa iHpopMalliitHi BiifHH, HaOyBae
KITFOYOBOTO 3HAYCHHS Ta CTa€ e(DEKTUBHIM iHCTPYMEHTOM JOCATHEHHS CTPATETivHIX 1 TAKTUYHUX [ted. [HhopmamiitHnit
MIPOCTIp TEPETBOPIOETHCSI HAa OKpeMe mone 000, Nie BIUIMB CIPSIMOBAaHMM MeEpeayciM Ha CBIOMICTb, NOBEIIHKY Ta
MIPOLECH MPUUHSATTS PillleHb JIIOMUHHM, (POPMYIOUN HEOOXiHI HApaTUBH M yCTaHOBKH 0€3 NMPSIMOTO 3aCTOCYBaHHS CHIIH.
Peanizauis iHpopManiiiHO-ICMXOJOTIYHUX CHEUiabHUX onepauiii 3a0e3medye goctyn o iHpOpMamidiHMX Ta
YIPAaBIIHCHKUX PECYPCIB Yepe3 LiJecpsIMOBaHNH BILIMB HA OKPEMHUX 0CI0, MepCOHAIl OpraHi3allii i HaceJeHHs JepKaBH
3arajoMm. Takuii BIUIMB 3/IMCHIOEThCS Yepe3 Mac-Mejlia, cOllialbHI Mepexi Ta iHII KaHajdu KOMYHIKalii, 10 3HA4YHO
miIBUIy€e HOro e(eKTHBHICTh 1 Macimitad. Y crarTi NpOBEAEHO aHaji3 BiJIOMUX KOMYHIKaTMBHHUX MOJEJEH, IO
JIO3BOJISIFOTH  OMHUCAaTH MpOLECH Iepenadi Ta crnpuidHATTS iHGopmanii. Ha nii OCHOBI 3alpONOHOBaHO IOHSTTS
TaHCiHGOPMYBaHHS K (OPMH BIUIMBY, IO IMOEJHYE TPaHCIALi0, TpaHcdopmalito Ta ajganTaiilo MOBIIOMIECHb 0
boBoi aynuropii. Takok 3anmpoNOHOBAHO KOHIENTYaJdbHY MOJENb MeETaiHQOpMyBaHHS, SKa BPaXxOBYE HPOLECH
HACJilyBaHHs, HAKOIIMYCHHS Ta HaOyTTs 3HaHb YNPOJOBXK J>KUTTEBOrO ILMKIY JIIOAWMHH, 30KpeMa IIiJ BILIMBOM
LJIECTIPSIMOBAHO TOUIMPIOBAaHOI iH(opMariii. 3armpornoHOBaHUM MiAXiJ CHPHSE KpalloMy PO3YMIHHIO MEXaHi3MiB
iH(pOpMaNiHO-TICUXOJIOTIYHOTO BIUIMBY Ta MiJABUIIEHHIO e()eKTUBHOCTI NPOTHIIT B yMOBaX iHpopMaLiitHnX KOHQITIKTIB.
Ha 3aBepriieHHs 3apoONIOHOBAHO CHCTEMY aHAJITHYHUX BHPas3iB, IO JAO3BOJAIOTH KiJIBKICHO OLIIHIOBATH €(EKTUBHICTH
NIpOBEAEHHS iHPOpPMaLiHHO-TICXOJIOTTYHHUX OTepalliif, a TAKOXK aJITOPUTM IIPOIeCy NPOBEAECHHS TaKOTO OLiHIOBaHHSI.

KirouoBi cjioBa: KOMyHIKaTHBHI MOJelNi, iH(OPMAaLiiHHO-IICHXOJIOTIYHAX CIELialbHUX OMepariii, MeM, TpaHC
iHpopMyBaHHS, MeM-TiporpamyBanHs, [I1CO.

Beryn
JlocTyn 10 cy4acHUX Ti00albHUX 1HPOpPMALIHHUX pecypciB, 30KpeMa HAyKOBHX, OCBITHIX,
PO3BaKaJIbHUX TOILIO — CYTTEBO PO3IMIMPUB MOXKIJIMBOCTI JIIOAMHU I0JI0 OTpUMAaHHS iH(opmarii
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