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METHOD OF COMPREHENSIVE ASSESSMENT OF THE EFFICIENCY OF
APPLICATION OF CONTENT DISPOSAL AND RECONSTRUCTION TECHNOLOGY
IN NETWORK INFRASTRUCTURE

The article explores the possibilities of using Content Disarm and Reconstruction (CDR) technology to increase
the effectiveness of network resource protection during processing and transfer of files of various formats. The relevance
of the study is due to the rapid increase in the dangers associated with the growth of the number of hidden threats
implemented through legitimate file structures and capable of bypassing traditional means of detecting malicious content,
which causes a high level of complexity in their prevention or neutralization. The main attention is focused on developing
a method for comprehensive experimental assessment of the effectiveness of using CDR solutions as a means of
preventive countermeasures against threats that arise during the exchange of files with potentially malicious content. The
work considers the basics of the content security problem and the idea of its cleaning as one of the ways to solve it, as
well as the principle of operation of the content disarm and reconstruction technology, which consists in removing active
and potentially dangerous elements of the file with the subsequent formation of its safe copy based on the standard
structure of the corresponding file format that was processed. The features of CDR application to various types of files,
in particular documents, archives, images and multimedia content, are analyzed, and its advantages compared to classical
signature and behavioral protection tools, such as antiviruses and sandbox detection methods, are also identified. An
experimental methodology for mass testing CDR solutions on large volumes of files is proposed with further analysis of
the results and formation of a system of quantitative performance indicators that take into account the level of
neutralization of hidden threats, reconstruction correctness, processing performance and impact on network and
computing resources. As a result, directions for further research are identified, in particular, clarification of optimal
scenarios for the use of content neutralization and reconstruction technology, formalization of efficiency criteria and
development of methods for optimizing performance while maintaining high quality of file reconstruction.
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ITATEPHU ITPOEKTYBAHHSA APXITEKTYP JJIsA CUCTEM MAIHIMHHOI'O
HABYAHHS

VY craTTi 37iiiCHEHO PO3MMPEHNUH CHCTEMAaTH30BAaHUI OTJIAI MATEPHIB MPOEKTYBAHHSA apXiTEKTyp IS CHCTEM
MamuHHOTO HaB4aHHS (ML-cucrem), o 3acTOCOBYIOTHCS MiA 4Yac PO3B’S3aHHS 3ahad NPEAWKTHBHOI aHAJITHKH B
yMOBax IUHAMIYHHX Oi3HEc-TporieciB i 3pocrarounx o0csriB maHux. OOIPYHTOBAaHO MIOIUIBHICTh BHKOPHUCTAHHS
apXITEeKTYpPHUX MAaTEpHIB SK (OPMaTi30BAaHMX MPAKTHK, IO 3a0e3MeuyloTh CTPYKTYPOBaHICTh, MacIITaOOBaHICTB,
BiITBOPIOBAHICTh EKCIIEPUMEHTIB 1 KEPOBaHICTh J>KUTTEBMM LHKJIOM Mojeneld. 3ampomoHOBaHO OaraTopiBHEBY
KJacuQikamilo MaTepHiB 3a eTaraMy XXUTTEBOTO UKy MAIIMHHOTO HaBYaHHS (30ip, OYMIEHHS Ta ITiJrOTOBKA JAHHX,
IH)KEHepist 03HaK, HaBUYAHHS 1 BaJIijallisl, pO3rOpTaHHs, MOHITOPHHT, IIOBTOPHE HAaBUAHHS) Ta 33 APXITEKTYPHUMH PIBHIMHU
cucremy (piBeHb JaHUX, PIBEHb MOJIeJel, IPUKIIaIHUN Ta iH(pacTpyKTypHuil piBHi). [IpoaHanizoBaHo GyHKIIOHATIbHE
IIPU3HAYCHHS, IepeBary, MOTEHIIHHI PU3NKU Ta 0OMEXKEHHS 3aCTOCYBaHHS KIIIOYOBHX MaTepHiB, 30kpema Data Pipeline,
Feature Store, Training—Serving Split, Model Registry, Microservices, Event-Driven Architecture, a TakoX NpaKkTHK
MLOps. Po3kpuro ixHIO poib y 3a0e3MeueHH] y3roJDKEHOCTI JJaHWX MIX CEepelOBHIIaMU HAaBYaHHS Ta MPOJAKIICHY,
yOpaBiTiHHI BepcisMu Mojenei i HabopiB manmx, aBromartm3arii CI/CD-mporeciB, opraHi3amii MOHITOPHHTY SKOCTI
MIPOTHO3IB 1 BUABIEHHI nerpamamii moaeneit. OxpeMy yBary NpHAIICHO NMUTaHHAM iHTerpanii ML-KOMIOHEHTIB y
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KOpropaTuBHiI iH(QOpMAaIiifHI CHUCTeMH, 3a0€3MEUYCHHIO BiIMOBOCTIHKOCTI Ta MiATPUMIN OE3MEPEPBHOTO ITUKITY
BIIOCKOHAJICHHSI MOJIeJIell Ha OCHOBi 3BOPOTHOTO 3B’s3Ky. CHopMyILOBAHO MPAKTHYHI pEeKOMEHMAIIIT 010 BUOOPY Ta
KOMOIHYBaHHS TATEPHIB 3 ypaxXyBaHHAM CICIIU(IKK MpeAMEeTHOI 00iacTi, BUMOT IO HPOXYyKTHBHOCTI, MAacIITabiB
IHPPACTPYKTYpH, PEryIITOPHUX 0OMEXEHb 1 PiBHA 3piIocTi KOMaHAN po3poOku. OTpuMaHi pe3yiabTaTH MOXKYTh OyTH
BHKOPHWCTAHI MiJ Yac TPOEKTYBAHHS aJalTHBHUX 1 MAacIITAa0OBAaHUX apXiTEKTyp CHUCTEM NPEAUKTHBHOI aHAJITHKU
Ppi3HOTO PiBHA CKIAaTHOCTI.

KoaiouoBi ciioBa: MammHHe HaBYaHHS, apXiTEKTypa MPOrpaMHHUX CUCTEM, TaTEPHH MPOEKTYBAHHS, IPEUKTUBHA
anamitika, MLOps.

Beryn

CTpiMKMH PO3BUTOK TEXHOJIOT1H MAIIMHHOI'O HAaBYaHHS, IOUIMPEHHS XMapHUX OOYHUCIEHb 1
3pocTaHHs OOCSTIB JaHWX CYTTEBO TPAaHCPOPMYBAIM MiAXOAM 1O CTBOPEHHS i1H(OpMAIiiHIX
CUCTEM, OPIEHTOBAHMUX HAa MPEAUKTUBHY aHATITHKY. SIKIIIO paHille mporpaMHi pillieHHs OymyBamucs
MEepeBaXHO HAa JETEPMIHOBaHIM Jorini OOpoOKM AaHuX, TO cy4dacHi ML-cuctemu IHTErpyroTh
IIPOLIECH €KCIIEPUMEHTAIbHOIO HaBYaHHA MOJeNeH, IX aganrtanii 10 3MIHHUX YMOB Cepe/IoBUILA Ta
0e3mepepBHOrO BJOCKOHAJICHHS HA OCHOBI HOBHX JIAaHHX.

OCOoONMBICTIO TaKUX CHUCTEM € iXHS 3aJEKHICTh HE JIUIIE BiJl MPOrPaMHOTO KOIy, a ¥ Bif
CTPYKTYpH, SIKOCTI Ta JWHAMIKH JaHHUX, OO0 OOYyMOBIIIOE€ HEOOXIHICTh TIEPEOCMHUCICHHS
TpaULIMHIX aleTeKTypHI/IX H1AXOJIIB. ApX1TeKTypa ML-cucremMu noBHHHA BPaxoBYBATH MIOBHUH
KUTTEBUM LUKI MOJETI — BiJl MIATOTOBKHM JAaHWX 1 HaBYaHHS IO PO3TOPTaHHS, MOHITOPUHTY Ta
IIOBTOPHOIO HaBYaHHA. Y I[bOMY KOHTEKCTI BaXJIMBOTO 3HadeHHs HalyBae ¢opmanizaris
apXiTeKTypHUX pillleHb, 10 3a0e3MeUyI0Th Y3TO/KEHICTh KOMIIOHEHTIB, KEPOBAHICTh IMPOIECIB i
MacIITabOBaHICTh IHPPACTPYKTYPH.

OnHUM 13 IepCHeKTUBHUX HANPSMIB CUCTEMAaTH3allil TAKUX PIIIEHb € BUKOPUCTaHHS IATEpHIB
MPOEKTYBAHHS — y3araJlbHEHUX MOJIeJIel opraHizaiii KOMIOHEHTIB 1 B3a€MO/Ii{, 110 BiIOOpaxaroTh
HAKONMYEHNH TIPAKTUYHUH JOCBiA TMOOYJOBM CKIAIHHX MPOrPAMHUX CHMCTEM. IX ajamramis 1o
cienr(iku MAITMHHOTO HaBYAaHHS CTBOPIOE METOIOJOTIYHY OCHOBY Ui (POPMYBaHHS IUTICHUX i
CTIMKUX apXITeKTyp MPEAUKTUBHOI aHATITHKHU.

ITocranoBka nmpodJemu

He3pakatoun Ha akTUBHUN PO3BUTOK IHCTPYMEHTIB 1 IIaT@opM MaIIMHHOIO HaBYaHHS,
NpakTUYHA peaji3alisi CHUCTeM TMPEeIUKTUBHOI aHAIITUKH YacTO CYIPOBOJUKYETbCS HHU3KOIO
apxiTeKTypHUX TpyaHouliB. Jlo HHMX HajeXaTb pPO3PHUB MIXK CEPEJOBUIIAMU PO3POOKH Ta
MPOJIAKIICHY, BIJICYTHICTh Y3TOJDKEHOTO YMPAaBIIHHS BEPCISIMH JaHUX 1 MOJEJEH, CKIIaTHICTh
BIITBOPEHHS EKCIIEPUMEHTIB, a TaKoX IMpoOJieMH MaclTa0yBaHHS Ta CYNPOBOAY CHUCTEM Y
JIOBIOCTPOKOBIH MEPCIEeKTUBI.

VY Oaratbox BHUIIaJKax apXiTEKTYpHI PilIEHHS IPUHMaOThCS CUTYaTUBHO, 0€3 popMal1i30BaHOl
MOJIeN1 B3a€EMOJI11 KOMIIOHEHTIB, 10 MPU3BOJAUTH /10 HAKOIMYEHHSI TEXHIYHOTO OOpry Ta 3HUKEHHS
cTabuIbHOCTI po60TH cucteMu. OcoOIMBO TOCTPO 11i MPOOIEMHU NPOSIBISIOTHCS B YMOBAX 3pOCTaHHS
00CST1B TaHUX, MIJBUILIEHUX BUMOT /10 MPOYKTUBHOCTI Ta HEOOX1THOCTI MIBU/IKOI 1IHTErparlii HOBUX
Mozene y Oi3Hec-mpouecu. TakuM YHMHOM, BHHUKAae NOTpeda y HAyKOBO OOIpyHTOBaHIN
cucTeMaTu3alii apXiTeKTypHHUX MaTepHiB, 10 3aCTOCOBYIOTHCS Mij Yac MpoekTyBaHHS ML-cucrem,
a TaKOX y po3poOJIeHHI peKOMeHIallii 1010 iX palioHaJbHOTrO BUOOPY Ta KOMOIHYBaHHS 3aJI€XKHO
Bl TUNy 3ajadyi, MacmTabiB 1HGPACTPYKTYpH ¥ OpraHizaliifHOro KOHTEKCTY. BupimenHs miei
poOJIeMH JO3BOJIUTH MiABUIIUTH €(EeKTUBHICTh IPOEKTYBAHHS CUCTEM NPEAUKTUBHOI aHATIITUKH Ta
3a0e3MeYnTH X CTIMKICTh 10 3MiH JaHUX 1 BUMOT CepPEI0BHUIIIA.

AHaJIi3 OCTAHHIX JOCJTiIZKeHb

VY cydacHMX HayKOBUX IHpausgx JeAaii OUIbIIOi aKTyajJbHOCTI HaOyBaloTh HpobdieMu
apXiTEKTYpHOTO0 MPOEKTYBAHHS CHUCTEM MAIIMHHOTO HAaBYaHHS, OCOOJIMBO B KOHTEKCTI MOOYI0BU
CUCTEM TMPEAMKTHUBHOI aHAMTHUKU Ta 3acTtocyBaHHs migxoxiB MLOps. CywacHi IOCHIIXKEHHS
HaroJIOIyI0oTh Ha TOMY, LIO TPAHIiiHI MIAXOMU A0 AapXiTeKTypu HpPOTPAMHUX CHUCTEM €
HenocTaTHIMU 1711 ML-cucteM yepes CKIIaIHICTh KUTTEBOTO MUKy MOJICIIEH, 3aIeKHICTh Bi JaHUX
Ta HEOOXiHICTh Oe3MepepBHOI0 MOHITOPHHTY SKOCTI IPOrHO31B.
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VY poboti Kreuzberger, Kiihl ta Hirschl 3ampornonoBano y3aragbHEHHMA OTJISIT KOHIICTIIIIT
MLOps, y sskomy MLOps po3risigaeTbes sIK apXiTeKTypHA Mapajurma, o OXOIUTIE KOMIIOHEHTH
YOpaBIiHHA JaHUMH, MOJENsAMHU, 1H(GPACTPyKTypor Ta ekcnepumeHtamu [1]. ABtopu
HiAKPECIIOITh, MO eQeKTHBHAa apxiTekTypa ML-cucteMn noBuHHa OyayBaTucs Ha OCHOBI
MOJAYJBHUX 1 TOBTOPHO BHKOPHCTOBYBAHHMX aApPXITEKTYPHHUX PIlICHb, 5KI (DAKTUIHO BIIMOBITAIOTH
naTepHaM MPOEKTYBaHHSI.

Cucremarnunmii orssig Eken Ta criiBaBTOpiB OXOIUTIOE SIK aKaIeMidH1, TaK 1 1H)KEHEPHI JKepena
Ta aKIEHTYE YBary Ha apXiTeKTypHUX MPaKTHKaX, 110 BAKOPUCTOBYIOThCSA B cydyacHHX ML-cuctemax,
30KpeMa Ha 1oOy/10Bi KOHBEEPIB JaHHUX, BEPCIOHYBAaHHI MO/Jieeii, aBTOMAaTU30BaHOMY PO3TOpPTaHHI
Ta MOHITOpUHTY [2]. YV poOOTI 3a3Ha4yaeThCs, MO0 BIJICYTHICTh Yy3arajibHEHO! Kiacudikarii
apXITEKTypHUX TATEPHIB YCKIAIHIOE MAacIITa0yBaHHS Ta CYMNPOBIJ CHUCTEM TNPEIUKTUBHOT
aHAIITUKH.

VY HH3II Cy4acHUX JOCHIKEHb TaKOXX PO3IIIAJAIOTHCS MPAKTUYHI apXiTEKTYpHI MiIXOAU J0
moOy10Bd ML-KOHBEEPIB 1 CHUCTEM MIATPUMKH KHUTTEBOTO LHKIY Mojeiei. 3okpema, B poOOTi
l'anuyka ta CemepikoBa MpPOAHATI30BAaHO ApXITEKTYpHI pIIIEHHS A aBTOMAaTH3alii MpOIEeciB
HABYaHHS, TECTYBAaHHSA, PO3rOPTaHHS Ta IMEpPEBYAHHS MOJENEH, IO J03BOJSE IHTEPIPETYBATU
MLOps sIK CyKyIHICTb apXiTEeKTYpHUX MATEPHIB, OPI€HTOBAHUX Ha MPEIUKTUBHY aHATITHKY [3].

Meta podoTu

3anpornoHyBaTH KJIAacH(IKaIilo apXiTEeKTypHUX MAaTEpHIB 3a €TalmaMu >KUTTEBOTO IUKITY
MalIMHHOTO HAaBUYaHHS Ta 32 apXITEKTYpPHUMHU PIBHSIMH CHCTEMH, SIKa JO3BOJIE€ CTPYKTYPOBAaHO
OIMCATH TUIIOBI apXiTEKTypHI PIillIEHHS] Ta BCTAHOBHUTH JIOT1UHI i TEXHOJOTIYHI B3a€EMO3B’SI3KH MIXK
KoMroHeHTaMu ML-cucteM, a TakoX HaJaTh MPaKTUYHI peKOMEHJAlii 1I0J0 BUKOPHCTAHHA MU
KOMOIHyBaHHS 3a3HaY€HUX MATEPHIB U MOOY10BH €(PEKTUBHOI, MACIITAOOBAHOI Ta BiATBOPIOBAHOI
apXITEeKTypU CUCTEM PO3B’sI3aHHS 3a7a4 NPEJUKTUBHOT AaHATITUKY HA OCHOBI MAaIlIMHHOTO HABYAHHS.

Oco00MBOCTI apXiTEKTYp CMCTEM MAIIIUHHOTO HABYAHHS

3 MeToro (opMai30BaHOTO MPEICTaBICHHS CTPYKTYpH Ta (yHKIIOHyBaHHA ML-cucremu, ii
MOKHA TIOJIATH SIK KOMIIO3WIIIO BiZOOpa)K€Hh MK BIJNOBIIHUMH MHOXHHAMHU JIaHUX, O3HAK 1
MIPOTHO31B, 110 YTBOPIOE (QYHKIIOHAIBHY MoJiesb ML-cucremu:

5} = f@((p(D)) >

e Y — IPOTHO30BaHe 3HAUCHHs, D — MHOKHHA CHPUX TaHuX, ¢ (D) — omepatop popMyBaHHS 03HAK,
fo — MoJienb 3 mapameTpamH.

V 3agadax MOpPeIUKTHBHOI aHATHKA orepatop ¢opmyBanHs o3Hak @ (D) pearnizye
NEPETBOPEHHSI CUPUX JIaHUX Y CTPYKTYpOBaHUN HaOlp 1HPOPMATUBHUX XapaKTEPUCTHUK HUIIXOM iX
OYMIIIEHHS, arperarii Ta Tpancdopmariii. Pe3ynbrarom € Bektop o3Hak X = @ (D), o MOAa€eThes Ha
BX1J] MOJIEJII.

[Tapamerpu 6 iHTEpHpPETYIOThCA SK MHOXXKHMHA BHYTPIIIHIX MapameTpiB Mojeni (Barosi
Koe(IlLI€HTH, TOPOroBl 3HAYEHHS, MAaTpULl Bar abo IHIII CTPYKTYPHI XapaKTEPUCTUKH), SKi
OINTUMI3YIOThCS B MPOLIECi HABYAHHS IIAXOM MiHiMi3auii QyHKII1 BTpar.

Apxitektypa ML-cucreM Mae HHM3KY cneuM(iuHUX PUC, SIKI CYTTE€BO BIAPIZHSIOTH 11 BIiJ
TPaIULIHOT apXiTEKTypH KJIACHYHUX MPOTPAMHHUX MPOIYKTIB.

1. Jlanonentpuunictb. OcHOBHUM pecypcoM ML-cuctem € mani, 1 iX AKICTh, IOBHOTA Ta
aKTyaJlbHICTh Oe3MocepeHbO BIUIMBAIOTh HA TOYHICTh MoJiesiell. ApXiTeKTypa Mae 3a0e3neuyBaTH
301p, 30epiranHs, OYUIICHHS, TpaHChOopMaIlito, BepuQiKaIlito Ta MOHITOPUHT SIKOCTI JAHUX MPOTATOM
KHUTTEBOTO IIUKITY MOJETICH.

2. Kurresuit nukn mozaeni. Moaeni ML npoxoasaTs eranu HaBYaHHSI, BajliAallii, pO3rOpTaHHs,
MOHITOpUHTY Ta mnepeBuyaHHs. KokeH eranm mnorpelye creru@iuHuX apXiTeKTypHUX pIIIeHb:
KOHBEEPH OOpOOKM TaHWX, CEpPEeNOBHINA TPEHYBaHHS, IHCTPYMEHTH TECTYBaHHS Ta BiICTEKCHHS
MPOAYKTUBHOCTI MOJIETICH.
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3. CroxactuuHicTh pe3ynbTaTiB. Pesynmpratn ML-cucreM He 3aBXAW JETEpMIHOBaHI depes
BapiaTUBHICTH AaHUX 1 anropuTMiB. [loTpiOHI MeXaHI3MH KOHTPOJIIO SIKOCTI, BaJliAallii, IOTyBaHHS Ta
ayJuTy, a IaTepHU IOBUHHI BPaXxOBYBAaTH HEBU3HAYCHICTh IIPOTHO31B.

4. ExcriepuMeHTYBaHHsI Ta TeCTyBaHHS rinore3. Po3poOka mependadae akTUBHE TECTYBaHHS
MO/ICJICH, METO/IIB MiArOTOBKH JaHUX Ta KOH(Iryparliii anroputMib. ApXiTeKTypa Ma€ MiATPUMYBaTH
MIBUJIKI Ta OE3MeYHi eKCIepHUMEHTH, 30epiraTu pe3yiapTaTd 1 MacmTaOyBaTh KOMIOHEHTH 0Oe3
MOpyIIEeHHS poOOTH cUCTeMH [4].

5. Inrerparis 3 6i3Hec-poriecamu. ML-crcTeMu B3a€MOJIIOTH 13 KOPHOPAaTUBHUMH Oa3amu
IaHuX, BeOcepBicaMH, aHATITUYHUMU TutaTpopmamu Ta iHMMMU [T-koMmoHeHTamMu. ApPXITEKTypa
IIOBMHHA 3a0e3nedyBaTH cta”aptuzoBadi API Ta npoTokosnu oOMiHy 1aHUMHU.

6. MacmTaboBaHICTh Ta HAAIMHICTb. 3pOCTAaHHS JAaHUX 1 CKJIQJHOCTI MOJENCH BHMAarae
MacimtTa0yBaHHs 30epiraHas Ta 00poOKH, pO3MOAICHOT0 HaBUaHHS, OaJIaHCYBaHHsI HaBaHTaXCHb 1
BiIMOBOCTIWKOCTI. [laTepHr MaroTh MiATPUMYBATH TOPU30HTAIBHE Ta BEPTUKAJIbHE MacIITa0yBaHHS
I aBTOMaTUYHE BITHOBJIEHHS KOMIIOHEHTIB.

Ili ocobmuBocTi BU3HA4awTh crneuudiky apxitektypu ML-cucteM 1 3yMOBIIOIOTH
3aCTOCYBaHHS CIICI1alli30BaHUX apXITEKTypHUX MATEPHIB, AKi MOEIHYIOTh MOIYJIbHICTh, THYUKICTbD,
aBTOMATH3AIII0 Ta MIATPUMKY JKUTTEBOTO IHKIY MOJeNeH, 3a0e3neuyoun e)eKTUBHY Ta HaIiiHY
pOOOTYy CHUCTEM PO3B’sI3aHHS 3a/1a4 IIPEIUKTUBHOI aHATIITHKH.

Kaacudikanisa narepHniB npoexktyBanss 1jas1t ML-cucrem

VY Mexax AOCHIIKEeHHS MPOMOHYEThCS Kiacu(ikallis MaTepHiB MPOEKTYBAHHS apXiTEKTyp s
CHCTEM MAIIMHHOTO HaBYaHHS Ha OCHOBI JIBOX B3a€MOJIOTIOBHIOBAIBHUX KpPHUTEPIiB: €TaliB
KUTTEBOTO IIUKITY MALIMHHOTO HAaBYAHHS Ta apXITEeKTYPHUX PiBHIB cuctemH [5].

[Tomana xmacudikarist (Tabn. 1) apXiTEeKTYpHHX IMATEPHIB JO03BOJIIE KOMILJICKCHO OIMCATH
apXiTEeKTypHI pIIICHHS, BPAaXOBYIOYM SK JWHAMiIKy pO3BUTKY ML-Mozeni, Tak i CTPYKTYpHY
OpTraHi3aIlilo CHCTEMH B LIJIOMY.

AHaJi3 nepeBar Ta 00MeKeHb ATEPHIB IPOEKTYBAHHS

3acTocyBaHHS apXiTEKTYpHUX NATEPHIB y MPOEKTYBAaHHI CHUCTEM MAIIMHHOTO HAaBYaHHS €
BXJIUBUM 1HCTPYMEHTOM MIJBUILEHHS X MacIITaOOBaHOCTI, KEPOBAHOCTI Ta HajiiHOCTI. [larepHn
JI03BOJIAIOTH (pOpMali3yBaTH THUIIOBI apXITEKTYpHI PIIIEHHS, 3MEHIIUTH PU3UKU MPOEKTYBAHHA Ta
3a0€e3MeUnTH TOBTOPHE BHKOPHCTAaHHS MEpeBipeHUX MiaxonAiB. BoaHouac iX ympoBaJKeHHs
CYNPOBOKYETHCS HU3KOI0 0OMEXKEHb, OB’ I3aHUX 31 3POCTAHHSIM CKJIQJIHOCTI CUCTEMHU Ta BUMOT JI0
pecypciB.

[lepeBarm 3actocyBanHs marepHiB. OJHIEIO 3 KIIOYOBUX TIepeBar € IIiJIBUIICHHS
macmtaboBanocti ML-cucrem. Taki marepnu, sk Microservices, Model-as-a-Service Ta
Batch/Online Inference, 103B0JsAI0Th THYYKO MacITa0yBaTH OKPEMi KOMIIOHEHTH CUCTEMH 3aJI€KHO
BiJl HABAHTA)KEHHS, 1110 € KPUTHUYHO BAXKIUBUM JUI CUCTEM MPEAUKTUBHOI aHANITUKU 3 BEIUKUMU
oOcsiraMu JaHUX.

[HIIOI0 CYTTEBOIO MEPEBArol0 € IMOKPALEHHS KEPOBAHOCTI >KUTTEBOTO IMKIY MOJEIEH.
[Tatepuu Model Registry, Experiment Tracking Ta CI/CD for ML 3a0e3neuytoTs KOHTpOJIb Bepciit
MoJiesiel, BIITBOPIOBAHICTh €KCIIEPUMEHTIB 1 aBTOMATH3A1lil0 MpoLeciB po3ropTanHs. Lle 3MeHIIye
PH3HUK BUKOPUCTAHHS HEKOPEKTHUX a00 3acTaplinx MOJAeNIel y MPOAYKIIIHHOMY CEpeIOBHIIL.

3acTocyBaHHs NATepHIB YIIPaBIiHHA JaHUMH, 30kpema Data Pipeline ta Feature Store, cripusie
MIJIBUIIICHHIO SKOCTI JaHUX 1 Y3TO/DKEHOCTI O3HAK MDK eTalmaMi HaBYaHHS Ta 1HQEPEHCY.
IlenTtpainizoBaHe 30epiraHHsi 03HaK 3MEHIIye JyOJIIOBaHHS, CIIPOIIY€E MOBTOPHE BUKOPUCTAHHS Ta
MMO3UTUBHO BIUIMBAE HA CTaOLIBHICTH MMPOTHO31B [6].

Kpim Toro, apxiTeKTypHi naTepHu 3a0e3MeuyoTh HiATPUMKY €KCIIEpUMEHTAIBHOI TisSIbHOCTI,
110 € HEB1/1'€MHOIO cki1aoBot0 ML-cucrem. [30511is ekcriepuMeHTIB, aBTOMaTHYHUIMA 301p METPUK 1
MOPIBHSAHHS MoOJieNieil JA03BOJIAIOTh IIBUALIE MEpeBIpATH TIMNOTE3U Ta NpUMaTH OOIPYHTOBaHI
pIIIEHHS 11010 BUOOPY MOJIETEH.
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Tabmns 1

Knacudixkarist apXiTeKTypHUX MMAaTEPHIB MPOEKTYBAHHS I CUCTEM MAIIMHHOTO HABYaHHS

Kpurepiit I'pyna narepHiB Hassa narepny [Tpn3HayeHHs Ta KOPOTKa XapaKTePHCTHKA
Kiacudikamii
Etamu sxxutTeBOro | VYmpaBimiHHS NaHAMH Data Pipeline [MocnimoBHa 00poOKa Ta mepenava JTaHUX
uukny ML MiX KOMIIOHEHTaMHU
ETL/ELT Burtsr, nepeTBopeHHs Ta 3aBaHTAKEHHS
JJAHUX Y CXOBHIIA
Feature Store LentparnizoBane 30epiranHs Ta MOBTOPHE
BUKOPHCTAHHS 03HAK
HaBuanns ta Offline Training Hapuanus Mozeneii mo3a npoayKIiitHIM
EKCIIEPUMEHTH CepeIOBUILEM
Experiment Tracking Qikcamis mapaMeTpiB i pe3yIbTaTiB
EKCIIEPIMEHTIB
Training—Serving Split Po3mexxyBaHHS cepeTOBUI HABUAHHS Ta
BUKOPHUCTAHHS MOJeeH
Posropranns ta Model-as-a-Service Hamanns moctymy mo monmeni uepe3 API
iHpepeHc
Batch Inference [MakeTHa 00poOKa BeIMKHUX OOCSITIB TaHUX
Online Inference [Tporuo3yBaHHs B pSKUMI pEaIbHOTO Yacy
MoHiTopuHr i Model Monitoring KoHTpomb sikocTi MPOrHO3iB
HepeBYAHHS
Drift Detection BusiBICHHS 3MiH Y pO3MO/IiIaX JaHUX
Automated Retraining | ABTOMaTHYHE MOBTOPHE HABYAHHS MOJICIICH
ApXIiTeKTypHi PiBenp maHux Data Lake 30epiraHHsi CHPHX Ta HaMiBCTPYKTYpPOBAaHUX

PiBHI CHCTEMH

JaHuX

Data Warehouse

AHaniTU4HE CXOBUIIE JaHUX

Data Versioning

BepcionyBanHs HA0OPiB JaHUX

PiBenn Mozenei

Model Registry

KepyBaHHsl BepcisiMu MosiesIel

Ensemble Models

KomOiHyBaHHSI KIJIbKOX MoJiesiel

Champion—Challenger

[MopiBHsAHHA NpOAYKIiiTHOT Ta
aNbTEPHATUBHUX MOJEIEH

CepsicHuii piBeHb Microservices JIeKOMITO3HIlisI CHCTEMH Ha CepPBICH
REST / gRPC API CranjapTusoBanuii goctyn 10 ML-cepsiciB

Event-Driven ACHHXpOHHA B32EMO/Iisl KOMIIOHEHTIB
Architecture

Indpactpyxrypuuit Containerization [30J14111i51 KOMIIOHEHTIB y KOHTeHHepax

piBeHBb

Orchestration KepyBaHHS po3ropTaHHsM i
(Kubernetes) MaciTaOyBaHHAM
CI/CD for ML ABTOMaTH3AaIIis KUTTEBOTO ITKITy ML

OOMexxeHHsT Ta BHUKIMKMA BOpOBa/UKeHHA. llompu 3HA4HI MepeBarv, 3acTOCYBAaHHS
apXITeKTYpHUX TIaTEpPHIB CYIMPOBOKYETHCS HHU3KOK oOOMexeHb. Hacammepen e 3pocTaHHS
CKJIAJHOCTI apXiTeKTypH cucTeMH. Hampukian, BUKOPUCTaHHS MIKPOCEPBICHOI apXiTEKTypH
MPU3BOAUTH J0 HEOOXITHOCTI BIPOBAKEHHS JOJATKOBUX MEXaHI3MIB OpKecTpalii, cepBiCHOI
B3a€MOJIi1, MOHITOPHUHTY Ta OOpOOKH BiAMOB. IcTOTHMM OOMEXEHHSM € IiJIBUIIEHI BHUMOTH JO
00YHCITIOBAJIBHUX 1 JTIOACBKUX pecypciB. [larepHu, opientoBani Ha aBromarusaiiito (CI/CD for ML,
Automated Retraining), moTpe0ytoTh po3BUHEHOI 1HPPACTPYKTYpH Ta KBamipikoBaHuX (axiBIiB y
chepi MLOps, 1110 Moke OyTH HEAOUUIEHUM JIJIsl HEBEJTUKHUX MPOEKTIB [7].

3acrocyBanHs Feature Store, mompu 3MeHIIEHHS AyOJIOBaHHS O3HAaK, BHMMAarae 4iTKo
BHU3HAUEHOI MOJIITUKY YIPABI1HHS BEPCIIMU 03HAK, KOHTPOJTIO IX aKTYaJIbHOCTI Ta Y3TOJIKEHOCTI MIXK
PI3HUMH MOZAETSIMHU. 3a BiICyTHOCTI TAKUX MOJITHUK 3pOCTAE PU3UK BUHUKHEHHS TOMUJIOK 1 3HHXKEHHS
JIOBIpH J0 pe3yJIbTaTiB MPOTHO3yBaHHS.
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JlonaTKOBUM BUKIMKOM € CKJIQJHICTh 3a0€3MEYEeHHS I1HTEPIPETOBAHOCTI Ta TPO30POCTi
cucremu. Kom0Oinamis kKiibkox marepHis, 30kpema Ensemble Models ta Event-Driven Architecture,
YCKJIQIHIOE aHali3 MPUYMHHO-HACHIIKOBUX 3B’SI3KIB MDK JaHUMH, MOJEISMHU Ta pe3yJbTaTaMH
POrHO3iB [§].

Takum YWHOM, apXITEKTypHI TMarepHd € e(PEKTUBHUM IHCTPYMEHTOM IOOYJI0BH
MacmTaboBanux 1 HagiiiHux ML-cuctem, ofHak iX 3acTocyBaHHS Mae OyTH KOHTEKCTHO
oOrpyHToBaHuM. Bubip KOHKpETHHX HaTepHIB MOBHHEH BPaxOBYBAaTH KJac 3a/lad MPEAUKTUBHOT
AHAJITHKH, BUMOTH JI0 TPOAYKTUBHOCTI, JOCTYIHI pecypcH Ta piBeHb 3pijocti MLOps-npakTuk.
30anaHcoBaHe MOEIHAHHS MMAaTEPHIB JO3BOJISIE€ MiHIMI3yBaTH iX 0OMEXEHHS Ta CTBOPUTU €PEKTHBHY
MOJIEJIb ApXITEKTYpU CUCTEMHU MAIIMHHOTO HaBYaHHS.

Pexomenauii 1/11 MPOEKTYBAHHA CHCTEM NMPeIMKTHBHOI AaHAJITHKH

[ToOynoBa edekTHUBHOI MOAENi apXITEKTypU CUCTEMH PO3B’s3aHHS 3aJay MNPETUKTUBHOT
AQHAIITUKA HAa OCHOBI MAIIMHHOTO HAaBYaHHS MOTPeOye KOMIUIEKCHOTO MiJXOAy 10 BHOOpY Ta
MOETHAHHS apXITEKTYpPHUX NaTepHiB. Ha OCHOBI mpoBeaeHOro aHalizy AOLUUIBHO COPMYITIOBATH
TaKi peKOMeH/aIlii.

1. JlouinpbHO MO€OHYBATH apXITEKTypHI MATEpPHU PI3HUX PIBHIB, 30KpeMa pIiBHS JaHUX,
Mojieniel, cepBiciB, iHGpacTpykTypu Ta MLOps. Take moenHaHHs 3a0e3medye y3TOIKEeHICTh MiX
MpoLecaMu MiIF0OTOBKU JaHUX, HABUAHHS MOJIENEH 1 IX eKCIUTyaTallii, a Takox crpusie GOpMyBaHHIO
IUTICHOT apXiTEeKTYPHOI MOJIENI CHCTEMH MPEIUKTUBHOI aHATITHKH. BaxknmiBo, mo0 maTtepHu piBHS
naHux (KOHBeepU 0OpoOKH, IIEHTPaIi30BaHl CXOBUIIA O3HAK) OyJIM JIOTIYHO MOB’sI3aH1 3 MaTepHAMU
piBHA Mojmenei (po3niicHHS HaBuaHHS Ta I1H(EpPEeHCy, peecTpu MoJIelei), a CepBicHI Ta
iH(pacTpyKTypHi pilieHHs 3abe3neuyBanu ixHio Oe3nepediiiHy B3aemoito. Takuii OaraTropiBHEBUi
MiAXiJ MiHIMI3y€ PU3WK BHHUKHEHHS «PO3PHBIB» MiXK KOMIIOHEHTAMH CHUCTEMH, IIiJIBHIIYE
y3rO/DKEHICTh TMPOLIECIB 1 CTBOPIOE OCHOBY [UIS €BOJIOLIHHOTO PO3BUTKY apXiTEeKTypu Oe3
HEOOX1THOCTI 11 MOBHOT IepeOyI0BH.

2. HeobOxigHo 3a0e3medyBaTH BiTBOPIOBAHICTh €KCIEPUMEHTIB, 10 € KPUTUYHO BAKIMBOIO
BUMOTOI0 JUIsi HayKOBO OOIPDYyHTOBaHHMX 1 mpomucioBux ML-cucrem. Lle mocsraerscsi muisixom
BIIPOBA/PKEHHsI TATEPHIB BEPCIOHYBAaHHS JaHMUX, O3HAK 1 MOJEJEH, a TaKoXK BUKOPUCTaHHS 3ac001B
B1JICT€KEHHS €KCIIEPUMEHTIB 1 IEHTPAII30BaHOTO peecTpy Mozeneit. Kpim Toro, mominbpHo GikcyBaTu
KOH(irypalii cepeoBuIlla BUKOHAHHS, TapaMeTpy HaBYaHHS Ta METPUKH OLIIHIOBAHHS, 1110 J103BOJISE
3MIACHIOBAaTH TOBHUN ayJIuT >KUTTEBOTO IUKIY Moneni. Takuil miaxin 3ade3medye Mmpo3opicTb
MPOIIECIB, CIPOIIY€ MOPIBHAHHS aJbTEPHATUBHUX MOJENel, Crpuse MOBTOPHOMY BHUKOPHCTAHHIO
HaIpaloBaHhb 1 MiJIBUILYE JOBIPY 10 OTPUMAHUX MPOTHO31B [9].

3. ApXiTeKTypa CUCTEMHU Mae OyTH MOJTyJIbHOIO Ta MAaCIITaO0BaHOI0, 1110 A€ 3MOT'Y HE3aJIeKHO
pPO3BUBAaTH OKpeMi KOMIIOHEHTHM CHUCTEMM Ta aJanTyBaTH I JO 3pOCTaHHsS OOCSTIB JaHUX 1
HAaBaHTaXXEHHS. MOJYJBHICT Tependadae dYiTKe pO3MEXKYBaHHSA  BIAMOBINATBHOCTI  MiX
KOMITOHEHTaMH, 1110 CIIPOILY€E TECTYBaHHSI, MOJIEPHI3AI[II0 Ta 3aMIHY OKPEMHX €JIEMEHTIB 0€3 BIUIUBY
Ha BCIO CHUCTEMY. 3aCTOCYBaHHS MIKPOCEPBICHUX Ta IOJI€BUX apXITEKTypHHUX MATEpPHIB J03BOJISIE
THYYKO MaciiTa0yBaTH KOMIIOHEHTH I1H(EpEHCY, HaBUaHHA Ta OOpOOKHM JAaHHUX 3aJ€KHO BIiJ
peaqbHOro HaBaHTaXEHHs. [Opu3oHTanbHEe MaciuTaOyBaHHS OOYMCIIOBAJIBHUX  PECYpCiB,
BUKOPHUCTAHHS KOHTEHepu3alii Ta OpKecTpauii CHpUSIOTh MiABUILIEHHIO BIIMOBOCTIHKOCTI Ta
e(eKTUBHOCTI BUKOPUCTaHHS 1HQPACTPYKTYPH.

4. MexaHI3MH MOHITOPUHTY Ta aBTOMAaTHYHOIO IEpEeBUaHHS MOJENed Ciii 1HTerpyBaTu 3
MOYaTKOBHUX €TamiB MPOEKTYBaHHSA, a HE pPO3MISJATH SK JONOMIDKHI KOMIOHEHTH. PaHHe
BIIPOBA/DKEHHSI TaTE€pPHIB MOHITOPUHTY SIKOCTI MoJeNei, BUSBIEHHS Jpeidy nmaHux 1
KOHIIETITyaJIbHOTO Jpeidy, a TakoK aBTOMAaTH30BAaHOTO IEpeBYaHHsA 3abe3neuye CTabiIbHICTD
CUCTEMH B YMOBaX 3MIHHOTO CE€peIOBUIIA Ta MIBUIIYE €(PEKTUBHICTh JOBIOCTPOKOBOI €KCILTyaTalli
[10]. HominbHo mependavyatd MexaHi3MH 300py 3BOPOTHOTO 3B’SI3KY, aBTOMATHYHOI INEpeBIpKU
METPUK SKOCTI Ta TPUTEPHU MJisi MOBTOPHOTO HaBYaHHSA Mojeneil. Takuil mpoakTHMBHUHN ITiIXia
JI03BOJISIE CBOE€YACHO pearyBaTh Ha TMOTIPIIEHHS NPOJYKTHBHOCTI MOJeNi Ta MiATPUMYBaTH
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HEOOXITHUHA piBEHb TOYHOCTI MPOTHO31B. Jl0ZaTKOBO IOIIJILHO BpPaxoOBYBATH BIAMOBIIHICTh
apXiTeKTypHUX pIIIeHb KJacy 3ajad NPEJUKTHBHOI AaHAJIITUKK Ta OpraHi3alliiHUM yMmoBaMm iX
BUKOpHUCTaHHs. HamMipHO CKITa/iHI apXiTEeKTypHI TaTePHU MOKYTh OYTH €KOHOMIYHO HEAOLUIbHUMH
IUIL HEBEJIIMKUX a00 MIIOTHUX TPOEKTIB, € NMPIOPUTETOM € MIBHIKICTH PO3POOKH Ta IepeBipka
rinote3. HaToMicTh 111 KOPIIOPAaTUBHUX CUCTEM 13 BUCOKUMH BUMOTAMH JI0 HAIIMHOCTI, OE3MEeKHu Ta
Oe3nepepBHOCTI (YHKITIOHYBAaHHS BHUIPABIAHUM € 3aCTOCYBaHHS MOBHOIIHHUX MLOps-miaxouis,
aBromaTtusoBanux CI/CD-koHBeepiB, IEHTPATI30BAHOTO YIIPABIiHHS 1HOPACTPYKTYPOIO Ta MOJIITHK
yIOpaBIiHHA JOCTynoM. ParfioHanbHuil OanaHc MK CKIQIHICTIO apXiTeKTypu Ta MPaKTHYHHUMHU
norpebamMu oprasizamii € KII0UYOBOIO YMOBOKO YCIIIIHOTO BIPOBA/KEHHS CHUCTEM HPEIUKTHBHOT
aHAIIITUKH.

BucHoBKH

VY crarti 371CHEHO KOMIUIEKCHHH aHal i3 Ta CHCTEMAaTH3aIlil0 IMaTepHIB IMPOEKTYBAHHS
apXiTEeKTyp Ul CUCTEM MAIIMHHOTO HAaBYAHHS, OPIEHTOBAHUX HA PO3B’SA3aHHS 33]a4 NPEIUKTHBHOT
AQHATITHKK B yMOBaxX 3pOCTaHHS OOCSTIB JaHWX, MiJBUINEHUX BUMOT O MPOIYKTHBHOCTI Ta
HEOOXiTHOCTI Oe3MepepBHOrO BIOCKOHAIEHHS Mozenei. PosrisHyTo crneungidai ocoOIuBOCTI
apxitektyp ML-cucTeM, 10 NPHHIMIOBO BiJPI3HAIOTH X BiJ| KJIACHYHUX MPOTPAMHUX PIIICHB,
30KpeMa 3aJIeKHICTh BiJl IKOCTI i BEpCIOHYBaHHS JaHUX, €KCIIEPUMEHTAILHUI XapaKkTep po3poOKu
MojieTiell, HasBHICTh IHMKJIIB MOBTOPHOTO HABYaHHS Ta HEOOXITHICTh MOCTIHHOTO MOHITOPUHTY
MPOAYKTUBHOCTI B peaIbHOMY CEPEJOBHII eKCILTyaTaIlii.

3anpornoHoBaHa Kiacu]ikallis apxXiTeKTypHUX MaTepHiB 3abe3meuye IlimicHe OadeHHS
apXiTeKTypu, CIpHs€ 3MEHIICHHIO (ParMeHTapHOCTI pIilieHb 1 CTBOPIOE OCHOBY IS
dbopMmanizoBaHoro BHOOpPY MAaTEepHIB 3aJEKHO BiJ (PYHKIIOHATBHUX 1 HEPYHKIIOHATHHUX BHUMOT,
MAacIITa0iB CUCTEMH, TUITY 3a/1a4i Ta piBHs 3piocti MLOpS-TIpakTHK y KOMaHi pO3POOKH.

Y po6oTi TakoX MPOAHATI30BAHO MepeBaru, 0OMeXeHHs Ta MOTEHIIIHI pU3UKH 3aCTOCYBaHHS
OCHOBHHX TpPYI TAaTEpHiB, MO JaJ0 3MOTy c(OpMyIIOBaTH MPAKTUYHI PEKOMEHIAIil Ioao ix
KOMOIHYBaHHSI Ta afanTtauii mijJ KOHKpEeTHI cieHapii BukopucranHs. [lokazaHo, mo edexkTuBHA
apxitekrypa ML-cucremMu moBMHHa Oa3yBaTucsi Ha TMOE€JHAHHI TATEPHIB pI3HHUX pIBHIB,
3a0e3neuyBaTd BiJITBOPIOBAHICTh EKCHEPUMEHTIB 1 KOHTPOJb Bepcid JaHMX Ta MOJIENeH,
MiATPUMYBATH TOPHU3OHTAIIbHE Ta BEPTHKAJIbHE MAacCIITa0yBaHHS, a TAaKOXK BKIIOYATH MeEXaHI3MHU
aBTOMAaTH30BaHOTO MOHITOPHMHIY, BUSBJEHHSA Jerpajalii $SKOCTI TPOrHO3IB 1 opraHizamii
0e3mepepBHOrO IHKIY TepeBUaHHS Mojelieil. 3amponoHOBaHI y3arajJbHEHHST MOXXYThb CIYTYBaTH
METOOJIOTIYHOIO OCHOBOIO JUISI NMPOEKTYBAHHS QJANTHUBHUX 1 HAJIWHUX CUCTEM MPEIUKTHBHOI
aQHAJIITUKU PI3HOTO PIBHS CKJIATHOCTI.
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ARCHITECTURE DESIGN PATTERNS FOR MACHINE LEARNING SYSTEMS

The article provides an extensive systematic review of architectural design patterns for machine learning systems
(ML systems) used in solving predictive analytics problems in dynamic business processes and growing data volumes.
The feasibility of using architectural patterns as formalized practices that ensure structuring, scalability, reproducibility
of experiments, and model lifecycle management is substantiated. A multi-level classification of patterns is proposed by
the stages of the machine learning lifecycle (data collection, cleaning, and preparation, feature engineering, training and
validation, deployment, monitoring, retraining) and by system architectural levels (data layer, model layer, application
and infrastructure layers). The functional purpose, benefits, potential risks, and limitations of the application of key
patterns are analyzed, in particular, Data Pipeline, Feature Store, Training—Serving Split, Model Registry, Microservices,
Event-Driven Architecture, as well as MLOps practices. Their role in ensuring data consistency between training and
production environments, managing model and dataset versions, automating CI/CD processes, organizing forecast quality
monitoring, and detecting model degradation is revealed. Special attention is paid to the issues of integrating ML
components into corporate information systems, ensuring fault tolerance, and supporting a continuous feedback-based
model improvement cycle. Practical recommendations are formulated for selecting and combining patterns, taking into
account the specifics of the subject area, performance requirements, infrastructure scale, regulatory constraints, and the
level of maturity of the development team. The results obtained can be used when designing adaptive and scalable
architectures of predictive analytics systems of various levels of complexity.

Keywords: machine learning, software systems architecture, design patterns, predictive analytics, MLOps.
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