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MODELING AN EVALUATION SYSTEM FOR DDoS ATTACK DETECTION TOOLS IN
HEI’S WEB RESOURCES

This study addressed the need for a comprehensive approach to the assessment and selection of cybersecurity tools
for protecting web resources in higher education institutions (HEIs) against modern cyber threats, particularly distributed
denial-of-service (DDoS) attacks. This study examined contemporary threats to the information security of web resources
and justified the need for their timely identification, analysis and neutralisation in order to ensure the continuity of
information systems, particularly in HEIs. The academic literature review showed that traditional approaches to
monitoring and protecting information systems are inefficient in spite of modern multi-vector attacks, requiring a shift
towards integrated, adaptive and intelligent cybersecurity systems. Short-term but intense cyberattacks (e.g. DDoS
incidents), can significantly disrupt service availability in the absence of proper protection measures. Additionally, we
found that effective protection of web resources requires a thorough approach that ensures the confidentiality, integrity,
and availability of information, along with the ability to adapt to the changing conditions in cyber environment. A multi-
layered cybersecurity architecture and a hybrid DDoS detection framework were proposed. The proposed framework
combined signature-based, behavioural, and statistical methods to facilitate effective and modifiable threat detection
system. In order to support objective decision-making, a multi-criteria hierarchical evaluation model was designed. The
proposed evaluation model included nine criteria groups that were aimed at assessing technical performance, scalability,
adaptability, integration capability, automation, and cost-effectiveness. The proposed method enables an organised and
transparent comparison of DDoS detection tools on specific conditions of higher research institutions.

Keywords: cyber threats, SIEM systems, higher education institution web resources, DDoS attacks, cyber
resilience, attack detection, provision of educational services.

Introduction

The accelerated advancement of information and communication technologies (ICTs) is
associated with a constant increase in the number of web resources, the emergence of new economic
entities, and, consequently, the evolution of cyber threats scope. In such circumstances, the
cyberspace becomes a high-risk environment, where the probability of attacks, malicious
interference, or large-scale technical failures is an integral element of how information systems
operate. In terms of cybersecurity, the web environment is constantly under pressure, driven both by
the increasing number of possible attack vectors and by the advanced complexity of their methods.
At present, users and organisations should consider the risks of unauthorised access, data leaks,
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breaches of information integrity, and denial-of-service incidents. In this regard, the implementation
of cybersecurity systems that include prevention, detection, and response procedures is crucially
important.

All economic entities (from small businesses to large companies and public institutions)
necessitate a systematic method to ensure information security, which integrates monitoring
technologies, incident management systems, risk assessment techniques, and the development of
resilient ICT infrastructures that can effectively counteract modern cyber threats. Moreover, it is
essential to focus on maintaining operational continuity and protecting critical digital assets.

Higher education institutions (HEIs), including their web resources and educational process
management systems, are exposed to cyber threats. Due to the open nature of educational
environment and considerable volume of processed data, information systems become attractive
targets for cybercriminals. Therefore, the issue of developing approaches aimed to ensure cyber
resilience, reliability and security of HEIs’ information infrastructure is a fundamental requirement
for fostering user confidence and securing the educational service provision continuity.

Accordingly, there is an imperative to implement efficient security procedures for existing and
recently designed HEIs’ information resources, including advanced cybersecurity technologies
utilisation, the regular security audits performance, user awareness and cyber hygiene skills
strengthening, as well as overarching cyber resilience strategy development. Hence, these measures
will enhance HEI’s secured digital environment.

Literature review

In [1-3], HEIs are viewed as complex and intricate socio-technical systems composed of
educational, administrative, and resource information systems (IS), which are greatly dependent on
information infrastructure (II) reliability. In particular, [3] proposes a systemic approach to modelling
the HEI cybersecurity, encompassing the analysis of infrastructure components interrelationships and
the assessment of their influence on HEIs’ overall cyber resilience. Simultaneously, [1] highlights the
constraints of conventional monitoring systems, which fail to perform a detailed examination of the
HEIs’ II state and are incapable to respond proactively to cybersecurity incidents. Further
development in this area is presented in [2], where the authors substantiated adaptive and intelligent
cybersecurity systems (e.g. SIEM) implementation practicability, since they are capable to
consolidate heterogeneous data sources and perform unified cybersecurity management. However,
even advanced SIEM systems possess substantial limitations, notably low effectiveness in detecting
DDoS attacks unless additional network traffic analysis tools or machine learning (ML) algorithms
are used [4].

The study [5] highlights the increasing complexity and multidimensional nature of DDoS
attacks, as well as the necessity to utilise several detection methodologies (e.g. signature analysis,
anomaly detection and network monitoring tools). Additionally, the study [6] proves decision trees
high effectiveness (with accuracy exceeding 99%) if the selection of features and training parameters
was appropriate. However, the accuracy and applicability of decision trees depend on datasets quality
and experimental conditions.

Another direction of development involves the inclusion of Al in network architectures (SDN,
NFV), enabling adaptive resource management and proactive threat detection [7]. In the study [8]
authors generalised approaches to cyberattack classification and distinguished the main quality
characteristics of cybersecurity systems (i.e., performance, efficiency, compatibility, security and
stability), stressing the importance of their formalisation and application in standardised models. At
the same time, the utilisation of AL in monitoring systems increases threat detection accuracy and
reduces the number of false positives [9]. Notably, multi-layered security strategy is essential due to
insufficient efficiency of conventional security tools and methods (e.g., firewalls) against modern
DDoS attacks [10].

Thorough examination of security systems is also important; however different scanning and
auditing tools may produce varying and inconsistent assessments of the security level, thus
complicating unbiased comparison of their effectiveness [11]. Furthermore, recent study indicates the
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emergence of new types of attacks, in particular slow DDoS attacks, which are difficult to detect
using traditional methods. In [12], an approach to their detection is proposed based on correlation
analysis of user behaviour trajectories and traffic parameter prediction.

Thus, the literature review demonstrates that existing approaches to detecting DDoS attacks are
diverse but fragmented: they are either focused on individual tools or on individual methods, without
taking into account a comprehensive assessment of their effectiveness under the real HEI operating
conditions.

The aim is to develop a model for evaluating and comparing DDoS attack detection tools.

Results

The foundation of this study is the substantiated need for a comprehensive assessment and
selection of optimal approaches to protecting web resources from contemporary cyber threats. The
implementation of this objective requires a comprehensive analysis of the information infrastructure,
including the identification of data flows, the determination of information sources, the examination
of transmission channels, and the assessment of vulnerabilities inherent in web resources as objects
of information interaction. This approach enables the formation of a holistic understanding of
potential risks and the identification of critical points of influence within the system.

Considering the evolution of information technologies and cyber threats, traditional security
methods, such as data archiving, backup, and physical monitoring of infrastructure, are losing their
value and adequacy as means of protection. Under contemporary conditions, they should be regarded
solely as components of an integrated cybersecurity system. Particular attention should be devoted to
the analysis of distributed denial-of-service (DDoS) attacks, which may be external, internal or hybrid
in nature. Each of these types of attack is characterised by specific mechanisms of execution and
requires the application of differentiated approaches to their detection and neutralisation.
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Fig. 1. Major Cyber Threats to HEI’s Information Infrastructure

HEIs’ web resources play a significant role in facilitating information exchange with both
internal and external systems, including state and municipal platforms such as Smart City, USEDE,
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‘Prozorro’ and other information services. This increases the requirements for their reliability,
availability and compliance with established information security standards. Such responsibility may
involve both administrative and criminal liability, particularly within the context of integration into
the international educational environment and cooperation with foreign partners. At the same time, a
lack of awareness of this liability among management staff creates additional risks to the information
security of institutions.

The threat landscape of HEIs’ II includes high-impact attacks and internal weaknesses in
operations and ISs protection mechanisms, as well as hybrid threats (Fig. 1). In order to mitigate
negative impact of DDoS attacks, this combination requires development of a holistic system of
cybersecurity measures, along with formalisation model to assess detection and protection tools
effectiveness.

The aforementioned threats form a complex, multi-layered system of risks that require timely
identification, classification and prompt notification of the relevant cybersecurity specialists in order
to support managerial decision-making aimed at their neutralization or impact minimisation. A
distinctive feature of modern cyber threats is their high degree of dynamism: a considerable
proportion of attacks are executed instantly, are short-term in nature, yet remain capable of causing
significant disruptions to the functioning of information systems. Without appropriate technical and
organisational methods to detect and countermeasure cyber risks, even known threats may lead to
serious consequences (e.g. compromise of resources, data loss or the complete downtime of web
services), thus affecting HEIs’ ability to maintain educational process and deliver online services.

A key aspect in the development of an effective protection system is the substantiated selection
of tools capable of not only counteracting current threats but also of adapting to changes in the cyber
environment. Such tools must satisfy the requirements of scalability, flexibility and compatibility,
thereby enabling their future modernisation, updating, restructuring or integration with other
information systems. An important feature of modern cybersecurity solutions is their capability to
automate the processes of incident detection, threat analysis and response.

Despite the availability of a wide range of both commercial and free cybersecurity solutions,
their effectiveness depends to a large extent on the proper allocation of administrative functions, as
well as on the clear segmentation of web resources and associated services. Consequently, the lack
of proper distribution lowers security levels and complicates the incident management. From this
perspective, it is imperative to regularly update the software for information systems that support web
resources, since consistent updates help to maintain system stability, eliminate exposures and ensure
uninterrupted user access to information.

The selection of appropriate security measures necessitates a comprehensive knowledge of the
object being protected, including analysis of its architecture, functionalities, types of information it
processes, and possible channels of attack. Based on this analysis, existing cybersecurity solutions
are monitored and an integrated web resource protection system is developed. Such a system
comprises a set of interrelated software, hardware tools and organisational measures aimed at
preventing unauthorised access, information theft, data integrity breaches and the disruption of web
resources. The fundamental components of a web resource security system include specialised tools
for analysing and filtering traffic. In particular, a Web Application Firewall (WAF) performs deep
inspection of HTTP/HTTPS requests and blocks attacks at the application protocol level, including
SQL injection and cross-site scripting (XSS). An important element is intrusion detection and
prevention systems (IDS/IPS), which continuously monitor network traffic, detect anomalies and
respond in accordance with defined security policies. Integrating such systems with SIEM platforms
enables centralised management of security events, their correlation, and automated incident
responses. Protection against DDoS attacks is achieved through the specialised load balancing and
traffic filtering services in order to distribute request flows, detect anomalous activity, and block of
malicious traffic, ensuring users can access HEI’s web resources even under intense load. Network
threats can be both long-term and short-term, which means tools for constant analysis and forecasting
possible outcomes become integral part of HEIs’ cybersecurity management system.
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Vulnerability scanners play a significant role in ensuring cybersecurity, since they automate
auditing of ISs, find weaknesses in software code, configurations and network infrastructure.
Consistent utilisation of vulnerability scanners helps to promptly address potential external, internal
and hybrid threats. Furthermore, SSL/TLS cryptographic protocols provide additional security layer,
keeping data private during transmission between client and server components.

Contemporary cyber security trends include using artificial intelligence (AI) and machine
learning (ML) technologies to automate threat detection based on user and system behaviour analysis.
Automated software update measures are equally crucial, since a significant proportion of
vulnerabilities arises from outdated system components. Comprehensive security platforms merge
various protection measures into a cohesive environment, which improves the management of cyber
threat. The development of a resilient web resource protection system is based on a combination of
several security layers, including infrastructure protection (servers and file systems), data protection
(encryption and backup procedures) and continuous activity monitoring (analysis of event logs and
network traffic). This approach ensures the implementation of the key principles of information
security — confidentiality, integrity and availability of information. The proposed model of a resilient
web resource protection system for a HEI (Fig. 2) integrates infrastructure protection, data security
procedures and permanent surveillance of processes within a unified security management
framework. The model (Fig. 2) features a user interaction layer at the top, serving as the primary entry
point to institutional web resources and defines the need for controlled and secure access mechanisms.
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Fig. 2. HET’s resilient web resource protection system
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The second layer, access and perimeter security, performs the critical function of regulating
user access to system resources. It implements authentication mechanisms, as well as authorisation
models. Additionally, this layer integrates perimeter defence technologies, which protect against
unauthorised access and external cyber threats.

The infrastructure protection layer is responsible for HEI’s II security and resilience, as it
supports ISs operational stability and protects against disruptions resulting from hardware attacks or
vulnerabilities at the system level.

The data protection layer aims to secure sensitive information processed and stored within the
system. This layer is essential for maintaining data integrity and preventing unauthorised access or
accidental loss of information.

The monitoring and analytics layer aggregates event logs, analyses network traffic and utilises
IDS/IPS and SIEM approaches to unusual activities in HEIs’ II, detect possible security risks, and
support proactive security measures.

The security management and response layer ensures the overall efficiency of protection system
operations of protection system to manage security events, help to appropriately respond to emerging
threats through continuous modification and improvement.

An important aspect of the model is a feedback loop, connecting the security management layer
to higher levels of the architecture. The proposed mechanism allows for adjustments in security
policies and controls based on identified threats and changes in system performance.

The primary objectives of the proposed approach are to:
ensure thorough protection of web resources within a HEI;
provide a structured and scalable approach to cybersecurity measures implementation;
enable continuous monitoring and rapid detection of security incidents;
meet security standards and regulatory requirements;
support the reliable and uninterrupted operation of HEI’s services.

The model performs key functions including user access control and verification management
(to prevent unauthorised system entry), protection of infrastructure components against cyberattacks
and system failures, data security management (using encryption and regular backups), real-time
monitoring and threat detection via log and traffic analysis, incident response and risk mitigation (to
minimise the impact of security breaches), and continuous improvement through feedback-driven
adaptation of security policies.

The implementation of the proposed model provides several advantages for HEIs, including an
enhanced security posture achieved through a layered, defence-in-depth strategy that minimises
system vulnerabilities and protects against various of cyber threats (e.g. DDoS attacks, unauthorised
access, and data breaches); effective protection of sensitive academic and administrative data (by
ensuring the confidentiality and integrity of student records, research outputs, and institutional
information); increased system availability and reliability (with continuous monitoring and rapid
response mechanisms that minimise downtime and ensure the continuity of educational services);
scalability and adaptability common for a modular architecture (in accordance with changing
technological and organisational needs); regulatory compliance and governance through the
enforcement of security policies and adherence to cybersecurity standards and legal requirements;
and proactive threat management supported by continuous monitoring and analytics (with early
anomaly detection and timely response to potential security incidents before they become critical
threats).

The detection and response to DDoS attacks on web resources involve several methods, each
with its own strengths and limitations. The signature-based approach depends on predefined attack
patterns and is accurate for known threats; however, it struggles with new or modified attacks. The
behavioural approach identifies deviations from normal system activity, thereby allowing for the
detection of previously unknown threats. Nevertheless, this approach can generate false positives and
requires constant refinement. Statistical methods analyse quantitative traffic trends, e.g. request
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intensity or packet timing, and are effective for detecting large-scale attacks, but require setting

threshold values and regularly adjusting operational parameters.

Thus, effectively detecting and responding to modern cyber threats demands a thorough
integration of various approaches and technologies, which help the protection system to adapt to the
dynamic cyber environment and enhance HEIs’ web resources cyber resilience. The presented
flowchart (Fig. 3) illustrates a universal approach for detecting and mitigating DDoS attacks targeting
HEIs’ web resources. The approach incorporates a hybrid detection strategy that combines signature-
based, behavioural, and statistical methods within a unified cybersecurity framework. This integration
enables the system to identify both known and new attack patterns while continuously adjusting to

evolving cyber threats.
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Fig. 3. Flowchart of DDoS attack detection and mitigation in HEIs
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The process begins with monitoring network traffic from web servers, gateways and network
devices in real-time. This stage gives insight into the operational state of HEI’s network infrastructure
and serves as the main source of security data. The gathered information is then transferred to the
data collection and pre-processing stage, where irrelevant or duplicate data is removed, and traffic
features are normalised for further analysis. This pre-processing step makes the detection processes
more efficient and accurate.

The core component of the approach is the hybrid DDoS detection engine, which combines
three complementary detection methodologies:

e signature-based detection identifies known attack patterns using set rules, signatures and
intrusion detection system databases to ensure high accuracy for recognised threats and to enable
rapid recognition of common attack types;

e Dbehavioral analysis aims to capture anomalies and deviations from baseline traffic behaviour
to detect unknown or modified attacks;

e statistical analysis evaluates quantitative traffic characteristics to identify large-scale
volumetric DDoS attacks through the examination of abnormal traffic fluctuations.

The analytical modules provide outputs that are used within the decision-making stage. At this
stage the system assesses whether the observed activity is a DDoS attack. If no malicious activity is
detected, the system continues to operate normally while monitoring remains active. However, if an
attack is detected, the model activates the mitigation layer, applying defensive measures. After
mitigation, the system proceeds to the response evaluation stage to assess how effective the
countermeasures were. The system checks whether the attack intensity has decreased and whether the
stability and availability of institutional web services have been restored. An important feature of the
proposed approach is feedback and adjustment mechanism, which supports continuous improvement
of the protection system. This feedback loop boosts the resilience of the system and ensures its
capability to respond to changes in the cyber threats.

Implementing the proposed hybrid DDoS detection and mitigation approach offers the
following advantages for HEIs:

1) the combination of multiple detection methods significantly improves threat identification
by merging signature-based, behavioural, and statistical analysis, thereby reducing false positives and
false negatives while enabling the detection of both known and unknown attacks;

2) the model enhances the availability and continuity of educational services by enabling rapid
response and mitigation of cyberattacks, thereby ensuring uninterrupted access to institutional online
resources (e-learning platforms, digital libraries, research repositories etc.);

3) the model strengthens the cyber resilience of HEIs by introducing adaptable security
mechanisms, whereby the continuous updates of detection parameters and analytical models keep the
system effective against evolving attack techniques and changing network conditions;

4) the modular design of the model allows HEIs to add security technologies, analytical tools,
or mitigation services according to their infrastructure size and cybersecurity requirements;

5) the use of automated monitoring and analytical processes reduces the workload on
cybersecurity personnel and improves the efficiency of incident response efforts;

6) the proposed approach contributes to improved information security governance and
regulatory compliance by supporting systematic monitoring, incident documentation, and policy
enforcement.

To evaluate the effectiveness of DDoS detection tools, we suggest a multi-criteria hierarchical
model. The overall assessment is the weighted sum of normalised metrics across nine groups of
criteria, covering detection accuracy, timing, scalability, resource consumption, costs, as well as
integration and automation capabilities (1).

S; = Yk=1 Wit X Gyj (1)

where W is the weight of the criterion group, and Gy, is the score of the k& group for tool ;.
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Table 1 presents a proposed weight distribution for a balanced consideration of the technical,
operational and economic aspects of evaluating DDoS attack detection tools, which can be further
adapted depending on the specific operating conditions of the HEI’s information infrastructure. The
weighting coefficients of the criteria groups were determined taking into account the specific nature
of the operation of the HEI’s information infrastructure, which is characterised by an openness of the
network environment, high traffic dynamism and limited cybersecurity resources.

Table 1
System of criteria for evaluating DDoS attack detection tools
Criteria Group Criteria Weight Wi Comment
True Positive Rate (TPR, Recall), False . . .
Detection Positive Rate (FPR), Precision, F1- in HEI environment, a high FPR

0.25 may disrupt or paralyse the

Performance score, ROC-AUC, False Negative Rate d R .
operation of institutional services
(FNR)
DDoS-attacks produce rapid
time from attack initiation to detection, effects; therefore, if the system
Detection latency time to mitigation (TTM), real-time 0.15 responds with delay, even
capability, throughput under attack accurate detection loses practical

value
workloads across different
elements of the HEI information
infrastructure are uneven and
frequently peak-oriented

ability to operate under increasing
Scalability numbers of users, network nodes, and 0.10
traffic volumes

CPU/RAM utilization, impact on
Performance

o network throughput, traffic processing 0.10 limited HEI budgets require the
verhead . . .
latency implementation of economically
Total Cost of licensing, deployment, maintenance, 0.10 justified security solutions
Ownership (TCO) updates )
ability to detect zero-day attacks,
Adaptability and updating of models/signatures, 0.10 HETI traffic is unstable; therefore,
Learning Capability operation under dynamic traffic ’ static rules are often ineffective
conditions
types of DDoS-attacks detected by the
system/tool, including volumetric HEI actively utilize web services;
Suppolft ed Attack (UPD flood), protocol-based (SYN 0.08 consequently, the detection of
ypes flood), application layer (HTTP flood) multiple attack types is essential
attacks
the ability of the tool to be easily
. . compatibility with SIEM systems, integrated into the HEI
Integration Capability IDS/IPS, network equipment, API 0.07 cybersecurity infrastructure is

important
limited cybersecurity staffing in
HEISs necessitates the
minimization of manual
intervention

ability of the system to automatically
block traffic, modify firewall rules, and 0.05
initiate response scenarios

Automation
Capability

The ‘Detection Performance’ (G1) criteria group characterises the system’s ability to correctly
identify DDoS attacks, taking into account sensitivity and precision metrics, thereby enabling the
assessment of the balance between attack detection and the number of false positives (2).

0.25TPR + 0.20Precision + 0.15F1 + 0.15R0C +>

Gy = 0.25 ( 0.15(1 — FPR) + 0.10(1 — FNR) 2)

The FPR and FNR metrics are represented as (I — FPR) and (I — FNR), as reducing them is
desirable. The ‘Detection Latency’ (G2) criteria group assesses how quickly the system responds to
an attack (3). The detection time L and time-to-mitigation 77M metrics are used in an inverse manner

(-1), meaning that lower values are considered more preferable.
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G, = 0.15(0.35L71 4+ 0.25TTM 1) + 0.20RTC + 0,20Taeack - 3)

The ‘Scalability’ criteria group (G3) reflects how well the tool can work properly when the load

increases (4). The greatest weight is assigned to user load, which is typical for a HEI environment
with a large number of simultaneous connections.

G; = 0.10(0.4Users + 0.3Nodes + 0.3Traffic) . 4)

The ‘Performance Overhead’ (Gs) criteria group assesses the impact of the tool on system
resources (5). Using inverse indicator values ensures correct interpretation: lower resource
consumption corresponds to a higher value for the criterion.

G, = 0.10(0.4CPU™! + 0.3RAM ™! + 0.3Latency ™) . (5)

The ‘Total Cost of Ownership’ (Gs) criteria group addresses the economic viability of using the
tool (6). All cost components (licensing, implementation, support, updates) are treated as cost
indicators and are therefore presented in inverted form. The licence cost carries the greatest weight,
as it constitutes the principal share of expenditures.

Gs = 0.10(0.4License™! + 0.2Deploy~! + 0.2Support™! + 0.2Update™?1) . (6)

The ‘Adaptability’ criteria group (Gs) characterises the system’s ability to adapt to new threats
(7). The greatest weight is given to the ability to detect unknown (zero-day) attacks, which is critical
under contemporary conditions.

G¢ = 0.10(0.4ZeroDay + 0.3Update + 0.3DynamicTraffic) . (7)

The ‘Supported Attack Types’ criteria group (G7) assesses the comprehensiveness of coverage
for various types of DDoS attacks (8). The greatest weight is assigned to volumetric and application-
level attacks, as they are the most common and critical for web-oriented services of HEIs.

G, = 0.08(0.35Vol + 0.30Prot + 0.35App) . (8)

The ‘Integration Capability’ (Gg) criteria group determines the tool’s ability to integrate into
existing infrastructure (9). The greatest weight is given to integrations with SIEM and IDS/IPS
systems, which provide centralised security management.

Gg = 0.07(0.3SIEM + 0.3IDS + 0.2Network + 0.2API) . 9)

The ‘Automation Capability’ criteria group (Go) measures how automated the response to
attacks is (10). The ability to automatically block traffic is given the highest weighting, as it directly
affects response speed.

Gg = 0.05(0.4AutoBlock + 0.3Firewall + 0.3Scenarios) . (10)

The indicators are normalised for positive (11) and cost-related/negative criteria (12).
I _ X
X = max(x) ’ (1)
, min(x)

X =—. (12)

X

One of the principal advantages of the proposed approach is its ability to thoroughly assess
cybersecurity tools, as it combines nine criteria groups to evaluate these tools not only from the
perspective of technical efficiency but also regarding operational sustainability and financial
practicality. A significant advantage of the model is its adaptability to the specific characteristics of
higher education environments (including dynamic traffic, open network architectures, numerous
simultaneous users and limited cybersecurity resources) thereby ensuring realistic and context-
oriented evaluation results. The inclusion of the adaptability and learning capability criterion
represents another important advantage of the proposed approach, as it enables the assessment of
tools’ ability to update detection models, learn behavioural patterns and maintain long-term
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effectiveness against evolving DDoS attacks in dynamic cyber environments. Furthermore, the model
strengthens operational resilience and service continuity within HEIs by prioritising criteria related
to detection latency, automation capability and mitigation efficiency, allowing for rapid attack
response and minimising service disruption across critical digital platforms. Another advantage is the
focus on economic efficiency and resource optimisation, allowing HEIs to find a balance between
protection efficacy, infrastructure effects and long-term maintenance expenses, thus facilitating
financially justified cybersecurity strategies. The proposed hierarchical framework also boosts
interoperability within HEI cybersecurity systems by evaluating the degree of compatibility with
SIEM, IDS/IPS systems, firewalls, cloud services and APIs, thereby ensuring efficient operation
within existing security architectures and enabling centralised security management. Another
important advantage of the approach is the emphasis on automation and reduction of manual
intervention. Methodologically, the proposed approach provides significant flexibility and scalability,
as its weighting coefficients and evaluation parameters can be modified based on institutional
priorities, infrastructure scale, threat environment or available resources. The proposed approach
enhances cybersecurity governance and strategic decision-making within HEIs by providing a clear
and reproducible mechanism for comparing DDoS detection tools.

Despite its advantages, the model has limitations that need consideration when interpreting the
evaluation results and using the framework within HEI contexts. A primary limitation is its
dependence on expert-defined weighting factors, as institutions may prioritise criteria differently,
thus impacting the final evaluation and tool rankings. Another limitation relates to the constantly
changing nature of cyber threats and attack techniques, where new DDoS methods may require
regular updates to the evaluation framework to keep its relevance. The model also depends on the
availability and quality of empirical performance data for the tools assessed, which can be
inconsistent due to incomplete vendor information and varying testing conditions. Additionally, while
normalising metrics allows for a unified assessment, it may oversimplify the relationships between
performance characteristics, resulting in disproportionate influence from extreme values on the final
evaluation result. The model may struggle to address context-specific operational factors specific to
individual HEIs. Furthermore, it mainly focuses on technical and operational factors, giving limited
attention to human and organisational elements (e.g. training, incident response maturity,
administrative procedures, cybersecurity culture and policy enforcement). A further constraint
concerns ML-based detection system, as the frameworks generally assesses adaptability but does not
consider factors such as bias, overfitting, concept drift or adversarial manipulation. Implementing the
model may additionally require considerable computational and analytical resources. Finally, the
framework evaluates tools primarily at the level of individual system characteristics and does not
fully account for interdependencies between security components within broader cybersecurity
systems.

Conclusions

The modern information environment is characterised by the rapid development of web
resources and a simultaneous increase in the number and complexity of cyber threats, which
necessitates the constant monitoring, analysis and control of the status of information systems,
regardless of the form of ownership of the organisations concerned.

The web infrastructure of HEISs is critical to the educational process and operates as a complex
socio-technical system. Breaches of cyber resilience can directly impact educational services and user
trust. Therefore, guaranteeing the cyber resilience of HEIs’ web resources can only be achieved by
implementing thorough, unified and adaptive security systems that can operate efficiently against
constantly changing cyber threats, supported by cyber security specialists. The study proposes a
layered framework for a resilient web resource protection system, which combines infrastructure
security, data protection, continuous monitoring, and automated incident response. This framework
boosts cybersecurity governance, improves service continuity, and strengthens the overall cyber
resilience of HEIs. A significant aspect of the work is the development of a multi-criteria hierarchical
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model for DDoS detection tools comparative evaluation. The proposed approach provides HEIs with
a comprehensive, adaptive and practically oriented framework for evaluating DDoS attack detection
tools. Its integration of technical, operational and economic factors enables HEIs to improve cyber
resilience, optimise security investments and ensure the stable and secure operation of critical digital
services. Therefore, while the proposed multi-criteria hierarchical approach provides a
comprehensive and structured mechanism for evaluating DDoS attack detection tools, its results
should be interpreted within the context of institutional requirements, available data quality and the
dynamic nature of cybersecurity threats. Future research may focus on reducing subjectivity in
weighting procedures, incorporating real-time adaptive evaluation mechanisms, and extending the
framework to include organisational, behavioural and ecosystem-level cybersecurity factors.
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MOJAEJIOBAHHA CUCTEMH OIIHKU IHCTPYMEHTIB BUABJIEHHSA DDoS-ATAK
Y BEB-PECYPCAX BH3

Le mocmimkeHHS po3nIigae HEOOXiTHICTH KOMIUICKCHOTO IIIXOQy A0 OIIHKH Ta BHOOPY IHCTPYMEHTIB
KibepOe3mekn I 3aXUCTy BeO-pecypciB y BHIMX HapdanpHUX 3akianax (BH3) Bim cywacHux kibep3arpos, 30kpema
PO3MONUICHNX aTak THITy «BimMoBa B obOciyroByBaHHI» (DDoS). ¥V mpomy mocimimkeHHI pO3DIAHYTO CydacHi 3arpo3n
iHpopMamiitHiii Oe3meni BeO-pecypciB Ta OOIPYHTOBaHO HEOOXIOHICTP IX CBOEYACHOTO BHUSBIICHHS, aHANI3y Ta
HelTpamizanii s 3abe3medeHHs Oe3mepepBHOCTI iHGopMamiiHUX cucteM, 30kpema y BH3. Ommsax axamemiunoi
JTepaTypy NOoKa3as, IO TPAIMLIIHI MiJXOIU 10 MOHITOPHHTY Ta 3aXUCTy iH()OPMAIIHUX cUCTEM € Hee(heKTHBHUMH,
HEe3BKAIOYM Ha CydyacHi OaraToBEKTOpHI aTakd, LIO BHMarae Iepexoay [0 IHTerpOBaHMX, aJalTUBHHUX Ta
IHTEJIEKTYalIbHUX CUCTeM KibepOesneku. KopoTkocTpokoBi, ane iHTeHCHBHI Kibeparaku (Hanpukian, inuuaeHtu DDoS)
MOXYTbh CYyTTEBO HOPYLIMTH JOCTYIHICTh MOCIYT 32 BIJCYTHOCTI HAJIGKHMUX 3aX0iB 3axucty. KpiM Toro, Mu BHUSBUIIH,
10 e()eKTUBHUIN 3aXKUCT BeO-peCcypCiB BUMArae peTeabHOTO MiAX0ny, SKUii 3a0e3rnedye KOH(IAeHIIHHICTh, MITICHICTh Ta
JIOCTYIHICTH iH(pOpMallii, a TAKOXK 3aTHICTh aJalTyBaTHCs 10 3MIHHUX YMOB y Kibepcepenosuii. byio 3anpornonoBaHo
OaraTtopiBHEBY apXiTeKTypy KibepOesmeku Ta TiOpumHy cuctemy BusiBieHHS DDoS. 3anpomnoHoBaHa cucTeMa IMo€THYE
METOJM Ha OCHOBI CHTHATyp, IOBEAIHKOBI Ta CTAaTUCTHYHI METOIW JUIS CIPHSHHS CTBOPEHHIO €(EeKTHBHOI Ta
MOIM(]IKOBaHOT CHCTEMH BHSBICHHS 3arpo3. g MATPUMKH O0'€KTHBHOTO NPUHHATTS pIlIeHb OyI0 PO3pOOICHO
OaraTokpuTepiajgbHy i€papXiuHy MOJENb OLIHIOBAHHs. 3alpoNOHOBaHA MOJIENb OIIHIOBAHHS BKIIIOYaJa JEB'SATh TPyl
KpUTEpiiB, CIPSIMOBAaHUX Ha OI[IHKY TEXHIYHOI IMPOMYKTHBHOCTI, MAacCIITa0OBAaHOCTI, aTalTHBHOCTI, MOXKIHUBOCTEH
iHTerparii, aBTOMaTH3aIii Ta eKOHOMIYHOI e(PeKTUBHOCTI. 3alpPONMOHOBAHUI METOJ JO3BOJISIE OPTaHI30BaHO Ta MPO30PO
MOpPiBHIOBAaTH 3aco0u BusiBiieHHs] DDoS-arak y KOHKPETHHX yMOBAaX BUILMX HAYKOBHX YCTAHOB.

KoarouoBi cioBa: kibep3arpo3u, SIEM-cucremu, BeO-pecypcd BHIIMX HaBYaJIBHHMX 3akianiB, DDoS-arakwu,
KiOepCTIHKICTh, BUSIBIICHHS aTaK, HAJaHHS OCBITHIX MOCIYT.

Hapiiimma mo penakuii (Received): 10.05.2026
[MpuitasTa 0o npyky (Accepted): 12.06.2026
Omy6nikoBano onnaiin (Available online): 25.06.2026

http://creativecommons.org/licenses/by/4.0/
This work is licensed under Creative Commons Attribution-noncommercial-sharealike 4.0 International License.

© Zavhorodnya E.O., Shestak Y.I., Kryvoruchko O.V., Kulinich O.M. Modeling an evaluation system for DDoS attack detection
tools in HEI’s web resources. Cygachwuii 3axucT iHdopmarii, 2(66), 178—190.
https://doi.org/10.31673/2409-7292.2026.026315

190


http://creativecommons.org/licenses/by/4.0/

